Penaxnusa ot 1 aHB 2018

®enepabHBIN 3aKOH OT 26.07.2017 N2 187-03

O 6e3omacHOCTH KpUTHYECKON MH(POPMAITMOHHOU
nH@pacTpykrypsl Poccuiickon ®eaepanun

Cratba 1. Cdepa aencteus HacTosiwero deaepanbHOro 3akoHa

Hacrosamuii ®@efepayibHBI 3aKOH PEryJNpyeT OTHOIIEHUs B 00JyiacTé obecredeHusd
0e30macHOCTH KpUTHWYeCcKOW wuHOOpManmoHHOU HWHGPACTPYKTYphl Poccuiickoit
denepanuu (nayee TakkKe - KpuTu4deckas HHGOPMAIMOHHAS MHPPACTPYKTYPa) B IEJISAX
ee YCTOMYMBOTO (PYHKIMOHUPOBAHUS TIPU TMPOBEJEHMH B OTHOIIEHUH €€
KOMIIBIOTEPHBIX aTak.

Ctatba 2. OCHOBHbIE NMOHATUA, UCNoJib3yeMbie B HacTosdALlemM CDep,epaanOM
3aKOHe

Joia 1eJield HaCTOSIIEro d)enepaﬂbHoro 3aKOHa HCIIOJIB3YIOTCA CIeAyIol[re OCHOBHBbIE
IIOHATHA:

1) aBTOMATU3WPOBAaHHAs CHCTEMA YNPaBJEHUS - KOMIUIEKC TMPOTPAMMHBIX U
IIpOrPAaMMHO-aNNIapaTHBIX  CPEJICTB, IpeJHAa3HAYeHHbIX JJIA  KOHTPOJA  3a
TEXHOJIOTUYECKUM U (WJIM) MPOU3BOACTBEHHBIM 000pyZI0BaHUEM (HCIIOTHUTEIbHBIMU
YCTPOMCTBAMHU) U NPOU3BOAVMMBIMU WMHU IIPOIECCAMH, a TaKXKe I YIpPaBJIEHUS
TaKUMU 000PYZI0BAHUEM U IIPOIIECCAMU;

2) 0e30mMacHOCTh KPUTHUECKONH HHGOPMAIIMOHHOU HHQPPACTPYKTYpPHl - COCTOSHUE
3aIUIIEHHOCTU KPUTUUECKOU MHGOPMAIMOHHOU NHDPACTPYKTYPHI, 00eceanBaroliee
ee ycTolunBoe QYHKIIMOHUPOBaHMeE IIPU NIPOBEJIEHUHN B OTHOIIIEHUU €€ KOMITBIOTEPHBIX
aTax;

3) 3HAUUMBIA OOBEKT KPUTHYECKOU HWHOOPMAIMOHHOU WHQPPACTPYKTYPHI - OOBEKT
KPUTUYECKON WHPOPMAUMOHHONU HHQPACTPYKTypbl, KOTOPOMY IpHCBOE€Ha OJHA U3
KaTeropuil 3HAUYMMOCTH U KOTOPBIA BKJIIOUEH B PeEECTP 3HAUUMBIX OOBEKTOB
KPUTUYECKON NHPOPMAITMOHHON NHPPACTPYKTYPHI;

4) KOMObIOTEpHAs aTaka - IeJieHallpaBJeHHOe BO3JeUCTBUE IMPOTPAaMMHBIX U (MJn)
IIPOTPAaMMHO-aNMNapaTHbIX CPEACTB Ha OOBEKTHl KPUTHUUECKOU HH(POPMAIMOHHOMN
MHOPPACTPYKTYpPhl, CETH  DJIEKTPOCBA3U,  UCIOJAb3yeMble JJII  OpraHU3aIuu
B3aMMOJIEICTBUSA TAKUX OOBEKTOB, B IEJIAX HApyIIeHWs W (WIH) HpeKpaljeHus ux
dyuknumonupoBanuss u (Win) co3/aHUA Yrpo3bl 0Oe30macHOCTH oOpabaThiBaeMOU
TaKuMU 00beKTaMu HHPOpMaIny;

5) KOMNBIOTEPHBIM WHIHUAEHT - GakT HapymeHus u (WaW) mpeKpamieHus
GyHKITMOHMPOBaHUA 00BEKTA KPUTUUECKON NHPOPMAITMOHHON UH(PPACTPYKTYPHI, CETH
BJIEKTPOCBSA3M, UCIOJIb3yeEMOU I OPTaHU3AIUN B3aUMOJENCTBHUA TaKUX O0BEKTOB, U
(wnu) HapymeHus 6e3omacHocTu 0O6pabaThiBaeMOl TaKUM OOBEKTOM WHGOpPMAINH, B
TOM YHCJIE ITPOUBOIIEAIINN B pe3yJIbTaTe KOMIIBIOTEDHOU aTaKu;

6) kpuruueckasg uHOpMANVOHHAA HWHPPACTPYKTYpa - OOBEKTHl KPUTHYECKOU
MHQOPMAITMOHHOU WHPPACTPYKTYPBHI, a TAKKe CeTH 3JIEKTPOCBA3HU, UCIIOIb3yeMble 1
OpTaHU3aIUU B3aUMO/IEICTBUSA TAKUX 00OBEKTOB,;



7) OOBEKTHl KPpUTHUYECKOU WH(OPMANMOHHOU MHOPPACTPYKTYPHI - MHGOPMAIUOHHBIE
cucTeMbl, HHQOPMAIUOHHO-TEJIEKOMMYHUKAIUOHHbIE CEeTH, aBTOMATU3UPOBAHHbBIE
CUCTEMBI YIIPaBJIEHUs CyOBEKTOB KPUTUUECKOH HHGOPMAITMOHHON HHPPACTPYKTYPHI;

8) cyObekThl KpuTHuecKol HUHGOPMAINOHHONW MHGPACTPYKTYPHl - TOCYy/IapCTBEHHbBIE
OpraHbl, TOCY/IaDCTBEHHBIE YUPEK/IEHUSA, POCCHUUCKHE MOPUANYECKHEe Juna u (Win)
VH/INBU/IyaJIbHbIE IPeIIIPUHUMATENIN, KOTOPBIM Ha IpaBe cOOCTBEHHOCTHU, apeH/Ibl WU
Ha WHOM 3aKOHHOM OCHOBAaHUU MPUHAJAJIEXKAT HNHQPOPMAIUOHHbIE CHCTEMBI,
MHGOPMAIIMOHHO-TEJIEKOMMYHHUKAIIUOHHBIE CETH, AaBTOMAaTHU3WPOBAHHBIE CHCTEMBI
ympaByieHusi, GYHKIUOHUPYOIIUe B cdepe 37paBOOXpAHEHUs, HAYKH, TPAHCIIOPTA,
CBsI3M, DHEPreTUKH, OAHKOBCKOU cdepe U WHBIX cdepax (PUHAHCOBOTO PBIHKA,
TOILJIMBHO-3HEPTreTUYECKOTO0 KOMILUIEKCA, B O0OJIACTM aTOMHOW 3HEPru¥, 0OOPOHHOW,
PaKeTHO-KOCMHUYECKOHM, TOPHO/IOOBIBAIONIEN, METAJUTyPTUUYECKON UM XUMUYECKOU
MIPOMBIIIUIEHHOCTH, POCCHUMCKUE OpUAUYecKre Juna W (Wid) WHAWUBUAYaJIbHbIE
IIpeAIIpUHUMATeNH, KOTOpble 00eclieunBaloT B3auMO/leliCTBIe YKa3aHHBIX CUCTEM WUJIN
ceTel.2

CraTtbs 3. [lpaBOBOE€ perynupoBaHue OTHOLWEHU B obnactn obecne4vyeHus
6e30MacHOCTU KpUTUYECKON NHOPMaALIMOHHON MHPaCTPYKTYpbIl

1. OTHOIIeHHA B 00J1acT obecrieueHUsI 0€30IaCHOCTU KPUTHUECKON HHHOPMAITUOHHOMN
UHGPACTPYKTYPhI PETYIHPYIOTCST B cooTBeTcTBHU ¢ KoHcruTynumedn Poccuiickou
denepariuu, oOIIENPU3HAHHBIMYA TPUHIMIIAMHA U HOPMaMH MeEXXAYHApPOJHOTO IpaBa,
HacrosAmuMm @DenepasibHBIM 3aKOHOM, JAPYTMMU (e/lepaJibHBIMA  3aKOHAMH U
IIPUHUMAEMbIMU B COOTBETCTBUH C HUMU WHBIMH HOPMAaTHUBHBIMU ITPABOBBIMHU aKTAMU.

2. OcobeHHOCTH HpUMeHeHUs HacrosAmero ®dezepajbHOTO 3aKOHA K CETAM CBA3U
o0111ero noJIb30BaHUSA onpeAensaioTesa PeneparbHBIM 3aKOHOM OT 7 MIOJA 2003 roga NO
126-®3 "O cBa3u" U IPUHUMAEMBIMH B COOTBETCTBUU C HHM HOPMATHUBHBIMU
1paBoBBIMHU akTaMu Poccuiickou ®enepanum.

Cratbs 4. NMpuHUuMNnblI o6ecnevyeHnss 6€30NacHOCTU KPUTUYECKOMN
MHcOpPMaLNOHHON MHPPACTPYKTYPbI

[MpuHnmumamMu  obecrieueHuss  0€30MACHOCTH  KPUTHYECKOW  MHGMOPMAIMOHHOU
UHQPACTPYKTYPbI ABJISAIOTCA:

1) 3aKOHHOCTb;

2) HeNpephIBHOCTh U KOMIUIEKCHOCTh oObecrieueHUs1 0Oe30MacCHOCTH KPUTHUUECKOU
MHQOPMAIIMOHHON UHQPACTPYKTYphl, JIOCTUTaeMble B TOM YHCJIe 3a CUeT
B3aMMOJIENICTBYSA YIIOJTHOMOUYEHHBIX (eZlepaTbHBIX OPTraHOB UCIIOJTHUTEILHOU BIACTU U
CyO'bEKTOB KPUTUUECKON NHOPMAIIMOHHONU HHDPACTPYKTYPHI;

3) IIPUOPUTET IPEAOTBPpAIIEHNA KOMIIBIOTEPDHBIX aTaK.

Cratbsa 5. FlocyaapcTBeHHas cuctema ob6HapyXXeHus, npeaynpexaeHusa u
nuKkBMaaumMm nocneacTBUM KOMNbIOTEPHBLIX aTak Ha MH(opMaLMOHHbIE pecypChbl
Poccuinckon ®epepauumn?

1. TocymapcrBeHHas cucrteMa OOHaApy>KeHUs, TMpeAyNPeXAeHUsA U JIUKBUJALUU
IIOCJIEZICTBUA KOMIIBIOTEDHBIX aTak Ha HWHQOpPMAIMOHHBIE pecypcbl Poccuiickon
denepanuu  npexacraBisgeT co0ONH  eUHBIA TEPPUTOPHAJIBHO paclipe/ieJIeHHbIN
KOMILJIEKC, BKJIIOUAIOIIUUM CHUJIBI U CPEJICTBA, NpeAHAa3HAUeHHbIE Ui OOHApy>KeHUs,
Ipeaynpesk/eHusd U JIMKBUJALMU IIOCe/ICTBUU KOMIIBIOTEPHBIX aTaK U pearupoBaHUA
Ha KOMIIBIOTE€PHbIC NMHIIUACHTDI. B neaax HaCTOHIIIefI CTaTbhbH IIO/, I/IH(I)OpMaIII/IOHHI)IMI/I
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pecypcamu  Poccuiickoir ®enepanuy MOHUMAIOTCA WH(GOPMAIIMOHHBIE CHCTEMHI,
MHDOPMAITMOHHO-TEJIEKOMMYHUKAITHOHHBIE CETHU ¥ aBTOMATH3UPOBAHHBIE CHCTEMBI
yOpaBJeHUsl, Haxojsdluecs Ha Tepputopuu Poccuiickoii  ®Denepamuu, B
JIUTJIOMATUYECKUX IIPEJCTAaBUTENLCTBAX U (WJIM) KOHCYJIBCKUX  YUPEKIEHHAX
Poccutiickoit ®eneparum.

2. K cuwiam, npegHa3HaueHHBIM /Il OOHApY:KeHUsA, TPeAYIPeKAeHUA U JUKBUAAIINN
IIOCJIEZICTBUA KOMIIBIOTEPHBIX aTaK M pearupoBaHUA HAa KOMIBIOTEDHblE WHIUJIEHTBHI,
OTHOCATCS:

1) mojpasziesieHus M JOJDKHOCTHBIE Jjuna ¢efepajJbHOT0 OpraHa HCIOJHUTETIbHON
BJIACTH, YIIOJJTHOMOUYEHHOTO B  oOsiactu  obecneueHus  (YHKIIMOHUPOBAHUA
rOCyZJapCTBEHHON CHCTeMbl OOHApy:KeHUf, MpPeAyIpeXJeHUs U JIMKBUJAIUU
IIOCJIEJICTBUA KOMIIBIOTEDHBIX aTakK Ha UH@OpPMalHOHHBIE pecypcbl Poccuiickou
®denepanuuy;

2) opraHusamus, coszaBaeMas Qe/epaJbHBIM OPraHOM HCIIOJTHUTEIBHON BJIACTH,
YIIOJTHOMOUEHHBIM B oO0OJiacTh oOecriedeHUs1 (DYHKIIMOHUPOBAHUS TOCY/IapCTBEHHOU
cucTeMbl  OOHaApy)K€HUs, NpEeayNpekJAeHus W  JIUKBUAAIUUA  ITOCJIEJCTBUU
KOMITBIOTEPDHBIX aTak Ha WH@OpPMalHOHHBIE pecypchbl Poccuiickout Denepanuu, ajis
obecrieueHUsT KOOPIMHAIIN Y JIEATETbHOCTH CYOHEKTOB KPUTHUECKOH MHOOPMAITMOHHO N
UHPPaACTPYKTYphl IO BOIIpOCAM OOHApYKeHWs, IPeAyIpPEXRIeHUS W JIMKBUIAAITUHN
ITOCJIEZICTBUUA KOMITBIOTEPHBIX aTaK W pearupoBaHUs Ha KOMIIbIOTEDHBbIE WHIIUJIEHTHI
(manee - HaIWMOHAJIBHBIM  KOODJMHAIMOHHBIM IEHTP II0 KOMIIHIOTEPHBIM
HHIIAJEeHTaM );1

3) mojipas/ieJieHus] U JIOJKHOCTHBIE JINIA CyOBEKTOB KPUTHUECKON MHDOPMAIIMOHHOU
MHPPACTPYKTYPHhI, KOTOPble IPUHUMAIOT yUYacTHE B OOHAPYKEHUH, ITPEAYIPEKTCHUN U
JIMKBUALIVU TIOCJIE/ICTBUM KOMIIBIOTEPHBIX aTaK U B pearipoOBaHUU HAa KOMIIbIOTEPHBIE
VHIIUJIEHTHI.

3. CpencrBammu, mpegHa3HAUYEHHBIMH JJII OOHApYKEHWs, TMPEeAynpeRIeHUs |
JIMKBUJAIIUN TIOCJIEACTBUH KOMITBIOTEPDHBIX aTaK W pearupoBaHUSA Ha KOMITBIOTEPHBIE
UHITUJEHTBI, SIBJISIOTCI TEXHUYECKHE, MPOTPAMMHbBIE, ITPOTPAMMHO-AIMIapaTHbIE U
WHBIE CpeZICTBA JUIsi OOHapykeHHWsA (B TOM 4YHCIe JUII TIOWCKA IIPU3HAKOB
KOMIIBPIOTEDHBIX aTaK B CETAX BJIEKTPOCBS3HU, HCIOJb3yeMbIX I OpraHU3AIUuU
B3aUMMOJIENCTBUSA OOBEKTOB KPHUTHYECKONM HWHMOPMAIIMOHHON WHQPACTPYKTYPHI),
NpeAyIpeKAeHUs, JTUKBUIAINU II0CJIEACTBUN KOMIIBIOTEPHBIX aTak W (wam) oOMeHa
uadopmamuer, HeoOXOAUMOU  CyObeKTaM  KpPUTUUYECKOH  HH(OpPMaIrMOHHOMU
UHGPACTPYKTYPbl TPU OOHAPYKEHUH, NpeayIlpeRJAeHu ¢ (WiIu) JUKBUAAIIUU
IIOC/IE/ICTBUN KOMITBIOTEPHBIX aTakK, a TaKKe KpUITorpaduuecKue Cpe/icTBa 3alllHT bl
Takol nH(OpMaIuu.

4. HamuoHasbHBI KOOPAMHAIIMOHHBIA IIEHTP [0 KOMIIBIOTEPHBIM HWHITU/IEHTAM
OCYILIECTBJIIET CBOIO JIEATEJBHOCTh B COOTBETCTBUU C IIOJIOXKEHUEM, YTBEP>KJaeMbIM
denepanbHBIM OpPraHOM HCIIOJIHUTEJIPHOM BJIACTH, YIOJHOMOYEHHBIM B 00JacTu
obecieueHns1 (QYHKIIMOHUPOBAHUSA TOCY/IaAPCTBEHHOU CHCTEMBI  OOHApPYKEHUS,
IpenylpeXAeHuss U  JIMKBUJALIMU  TOCTAeJICTBUN  KOMIIBIOTEPHBIX aTaKk Ha
nHdopmannonHele pecypcebl Poccuiickont @enepanuu.illonoxenue o HanmmoHanbHOM

KOOPAWMHAITMOHHOM IIEHTPE I10 KOMITbIOTEPHBIM MHIIKMJCHTAM

5. B rocymapcTtBeHHOU cucteMe OOHapy:KeHUs, NpeAYIpeXJeHUus U JUKBUIALUUN
MOCJIEZICTBUA KOMIIBIOTEPHBIX aTak Ha WHQOpPMAIMOHHbIE pecypcbl Poccuiickoi
denepanuy  OCyIIECTBJAIOTCA cOOp, HAKOIJIEHHWE, CHCTEMAaTU3alus U aHaJIu3



nHbOpMAallMM, KOTOpas IIOCTyIaeT B JaHHYID CHCTEMY Yepe3  CpE/ACTBa,
IpeHa3HAUEeHHbIE /I OOHAPYKEHUsA, IPeIyIPEXK/IeHUs U JINKBUIAINH [10CJIe/ICTBUN
KOMIIPIOTEDHBIX ~ aTak, WHQPOpMAIUU, KOTOpas IMPeJCTABJIAETCA CyObeKTamMu
KPUTHYECKON WHQMOPMANMIOHHOU WHQPPACTPYKTYphl U (efepasibHBIM OpPraHOM
HCIIOJTHUTEIbHOU BJIACTH, YIIOJITHOMOYEHHBIM B oOJiacTu obecrieueHus 6€30MaCHOCTU
KpUTHU4YecKol wuHPOpManUOHHOU UWHPpacTpyKTypbl Poccuiickonr ®eneparum, B
COOTBETCTBUU C IepeuHeM MHGOPMAIIUU U B MOPSAKE, ONPeIeIIeMbIMU (peiepaIbHbIM
OpPTraHOM WCIHOJHUTEJIBHON BJIACTHU, YIOJHOMOUYEHHBIM B oOOJsiacTm obecredeHUs
(YHKIIMOHUPOBAHUA TOCYZJapCTBEHHOU CHUCTEMBbI OOHApPYKEHUs, MPeAyIpeKAeHUsI U
JIUKBUJIAIUYA TIOCJAEACTBUN KOMIIBIOTEPHBIX aTak Ha HHQPOPMAIUOHHBIE pPeCcypchl
Poccuiickoit ®enepanum, a Takke HHPOPMAIUHM, KOTOpPAasd MOKET IIPEACTaBIATHCA
WHBIMU He  ABJAIIIUMUCA  CyObeKTaMU  KPUTUUECKOH  WHQOPMAIMOHHOU
MHOPACTPYKTYphl OpPraHaMU U OpPTaHU3AIUAMH, B TOM 4YHCJIEe HHOCTPAHHBIMU U
MeK/TyHapOJHBIMU.

6. denepasbHBIM OpraH HCIOJHUTEJIBHOU BJIACTH, YIIOJHOMOYEHHBIH B obJjactu
obecrieueHus1 (QYHKIIMOHUPOBAHUs TOCYJApPCTBEHHON CHCTEMBI OOHapYy:KeHWUs,
MpenynpekAeHuss ¢ JIUKBUJAIUKA  IIOCJIEICTBUN  KOMIBIOTEPDHBIX aTaK Ha
nHopMaIoHHble pecypchl Poccuiickoit ®enepanyy, opraHu3yeT B YCTAaHOBJIEHHOM
UM TIOpsAAKe 00MeH mHDopMaIel 0 KOMIbIOTEPHBIX UHITUAEHTAX MEXKIY CYOhEKTaMHU
KPUTHYECKOH WH(GOPMAIMOHHOW WH(QPACTPYKTYPHl, a TakKKe MeXay CyObeKTaMu
KPUTHYECKOH WH(OPMAIMOHHON HHQMPACTPYKTYPhl M YIIOJTHOMOYEHHBIMU OpPTaHAMH
WHOCTPaHHBIX rocyapcTB, MEXKTyHapOIHBIMH, MEKTyHapOHBIMH
HENPaBUTEJIbCTBEHHBIMH  OPTaHM3AUSAMU ¥ HWHOCTPAHHBIMHA  OpPraHU3AIHAMH,
OCYIIECTB/IAIOIIUMU JEATEJTbHOCTh B 00JIaCTU pearupoBaHHSA Ha KOMIIBIOTEPHBIE
VHITU/IEHTHI. 2

7. IIpegocraBiieHre U3 TOCYAAaPCTBEHHON CHCTEMBI OOHAPYKEHUS, MPEAYIIPEKISHUA U
JIMKBUJALIUKA TIOCJIEJCTBUN KOMIIBIOTEPHBIX aTak Ha WH(GOPMAIMOHHBIE PECYPCHI
Poccuiickoii ®eneparnui CBeAEeHHH, COCTABJIAIONINX TOCYJApPCTBEHHYIO JIMOO WHYIO
OXpaHSIEMYIO 3aKOHOM TaiHy, OCYII[€CTBJISIETCS B COOTBETCTBHUH C 3aKOHOJATEIbCTBOM
Poccuiickout ®eneparum.

CraTtbs 6. MonHomouus MNpe3anaeHta Poccunckon depepaumm m opraHoB
rocyaapcTtBeHHoun Bnactu Poccumnckon depgepaumm B obnactm obecneyeHms
6e30nacHOCTN KPUTUYECKOWN MH(POPMaLIMOHHON UH(pPaCTPYKTYpbIl

1. [Ipe3ugenT Poccutickoii @esiepaniuu onpesesisier:

1) OCHOBHBIE HAIIPaBJIEHUsI TOCY/IADCTBEHHOU IIOJIMTUKU B oOJiacTH oObOecreueHus
0e30I1aCHOCTH KPUTUUECKON NHDOPMAITMOHHON HHPPACTPYKTYPHI;

2) denepasbHBIA OpraH WCIOJIHUTEJIBHON BJIACTH, YIIOJJHOMOYEHHBIH B 00JacTH
obecrieueHns1 0e30IACHOCTH KPHUTUYECKOW WHGOPMAIMOHHOU WHGPACTPYKTYPHI
Poccuiickoit ®enepamnum;

3) ¢enepasbHBIN OpraH MCHOJHHUTEJIBHON BJIACTHU, YIOJHOMOYEHHBIA B 00JacTH
obecieueHusi (QYHKIIMOHUPOBAHUSA TOCYJAPCTBEHHOW CHCTEMBI OOHaApYy:KEHWU,
IpenylpexXAeHuss U JIMKBUJAUMM  TOCJAEACTBUN  KOMIIBIOTEDHBIX aTak  Ha
rHdopMannoHHble pecypchl Poccuiickout ®enepanuu;

4) TOpAJOK CO3/IaHUs ¢ 33Ja4d TOCYJAapCTBEHHOW CHCTEMBI OOHApYy:KeHWU,
NpEeAyIpeXAeHUs] W  JIMKBUJAIIMK  IOCJEJICTBUH  KOMIIBIOTEPHBIX aTaKk Ha
nHdopMaIoHHble pecypchl Poccuiickoit ®eneparuu.



2. [IpaButenbeTBO Poccuiickont @eiepaniiu yecraHaBJIUBAET:

1) TOKa3aTeJn KPUTEPHEB 3HAUYMMOCTU OOBEKTOB KPUTHUYECKOU HHGMOPMAIMOHHOU
UHPPACTPYKTYPhl M WX 3HAYEHUs, a TAKXKe IMOPAJOK M CPOKU OCYIIECTBJIEHUS UX
KaTETOPUPOBAHUS; 2

2) MOPAJIOK OCYIIECTBJIEHUs TOCY/IapCTBEHHOTO KOHTPOJISI B oOsacTu obecrieueHust
6e30macHOCTH 3HAYMMBIX 00BEKTOB KPUTHYECKOUT WHPOPMAIIMOHHO T

MHPPaCTPyKTypPhI;1

3) MOpSZI0OK IOJATOTOBKH U WCIIOJIb30BAaHHUS PECYPCOB €IMHON CETH 3JIEKTPOCBA3H
Poccuiickoit ®eneparun 11 obecriedeHuss QYHKIIMOHUPOBAHUSA 3HAYUMBIX OOBEKTOB
KPUTHUUECKON MHGOPMAITMOHHON HH(PPACTPYKTYPHI.

3. ®enepanbHBIII OpraH WCIOJHUTEJIHHON BJIACTH, YIOJIHOMOYEHHBI B o00JacTH
obecrieueHusi 0e30MACHOCTH KPUTUYECKOW WHQPOPMANUOHHON HWHQPACTPYKTYPHI
Poccuiickoit ®enepanun:

1) BHOCUT TpeJJIoKEHUs O  COBepIIEHCTBOBAHUM  HOPMAaTHUBHO-IIPABOBOTO
peryJanpoBaHus B obnmactu  obecrieueHUs 6e3o0macHOCTH KPUTUYECKOU
nHbopMannoHHON nHGpacTpyKTypsl IIpesunenty Poccuiickott ®enepannu u (win) B
[TpaButesnberBo Poccuiickoit Penepanuy;

2) YyTBepXKJaeT TMOPSAJOK BEAEHHA peecTpa 3HAYNMBIX OOBEKTOB KPUTHUUECKOU
nHGOPMAIMOHHON HHOPACTPYKTYPHI U BEJIET TAHHBIN peecTp;1

3) yrBep:kzaer (GopMy HAIpaBJIEHUA CBEJAEHHUU O pe3yJsibTaTax IPUCBOEHUS OOBEKTY
KpUTUYECKON MHOOPMAIMOHHOU MHQPACTPYKTYPhl OJHOU U3 KaTerOpuil 3HAUYUMOCTHU
160 00 OTCYTCTBUYU HEOOXOIMMOCTH ITPUCBOEHUS €My O/THOH M3 TaKUX KaTEerOpHii;1

4) ycraHaBMBaeT TpeOOBaHHUsA II0 O0eCIieueHHI0 0e30IaCHOCTH 3HAUYMMbBIX OOBEKTOB
KPUTHYECKON HWHQPOPMAIMOHHON WHQPACTPYKTYphl (TpeboBaHUA MO 0bOeclieueHUo
6e3omacHOCTH MHGOPMAIIMOHHO-TEJIEKOMMYHHKAIIHOHHBIX CETEH, KOTOPHIM IPHCBOEHA
O/IHA M3 KATErOpUH 3HAYMMOCTH M KOTOPbIE BKJIIOUEHBI B PEECTP 3HAUUMBIX OOBEKTOB
KPUTUYECKON  WHQPOPMAIMOHHOW  WHQPACTPYKTYpPhl,  YCTAHABJIMBAIOTCA IO
COTJIACOBAHUIO C (pe/ilepayibHBIM OPTaHOM HCIOJHHUTEILHOU BJIACTH, OCYIECTBIISIONIM
yHKIIUM MO BHIPAOOTKE M peayin3aliiyl TOCyJapCTBEHHOW IMOJMUTUKU U HOPMATUBHO-
IIPAaBOBOMY PETryJIMPOBAaHUI0O B 00JIaCTHU CBSA3H), a TakKe TPeOOBaHUS K CO3/IAHUIO
cucteM 0e30IaCHOCTH TaKuX OOBEKTOB W obecreueHUI0 UX (YHKIIMOHUPOBaHUSA (B
06aHKOBCKOU cepe U B UHBIX cdepax HGUHAHCOBOTO PhIHKA YCTAHABIUBAET YKa3aHHBIE
TpeboBaHUA M0 corsiacoBanuio ¢ llenTpanpubiM 6ankoM Poccuiickoit Pepepanun); 2

5) OCYIIECTBJISIET TOCYJapCTBEHHBIM KOHTPOJIb B 00J1acTH oOeciiedeHUs 0e30IMacHOCTH
3HAUUMBIX OOBEKTOB KPHUTHYECKOM HHOOPMAIMOHHON HWHMPACTPYKTYPHI, a TakKKe
yTBEp:KZaeT (opMy akTa IIPOBEPKH, COCTaBJISIEMOrO II0 UTOraM IPOBEIEHUs
YKa3aHHOT'O KOHTPOJIS. 1

4. @enepasbHBIA OpPraH WCIOJHUTEIBHON BJIACTH, YIOJIHOMOYEHHBIH B 00JacTu
obecieueHusi (QYHKIIMOHUPOBAHUSA TOCYZJAPCTBEHHOM CHCTEMBI OOHaApYy:KEHWU,
IpeAylpeXAeHUsT W  JIMKBUJALIMU  IOCTAEJICTBUN  KOMIIBIOTEPHBIX aTaKk Ha
nHdopMaInoHHbIe pecypchl Poccuiickon Oenepanuu:

1) BHOCUT TIIPEJJIOKEHUSI O  COBEPIIEHCTBOBAHUM  HOPMATHBHO-IIPABOBOTO
peryJinpoBaHUs B obJactu obecrieyeHus 0e30macHOCTH KPUTUYECKOU



nHopMaInmoHHON nHpacTpykTypsl IIpesunenty Poccuiickoit ®enmepanuu u (i) B
[IpaButenberBo Poccutickoit @eepanyiy;

2) co3/1aeT HAIIMOHAIbHBIN KOOPIMHAIIMOHHBIN IIEHTP IO KOMIIBIOTEPHBIM HHITU/IEHTAM
U yTBEP:K/IAeT I0JIOKEHHUE O HEM ;1

3) KOODJAWHHPYET JeATEJBHOCTh CYOBEKTOB KPHUTHYECKOH WHOOPMAIMOHHOU
MHQPACTPYKTYPhl MO BOIpPOCAaM OOHApPY:KEHUA, NPEeAYIpPEXAeHUs U JIMKBUAAIINU
MOCJIEZICTBUY KOMIIBIOTEPHBIX aTaK U pearupoBaHUs HA KOMIIBIOTEPHbBIE UHIIU/IEHTHI;

4) opraHusyeT W IPOBOJUT OLIEHKY 0e30MacHOCTH KPUTHYECKOU HH(MOPMAIMOHHOU
UHQPACTPYKTYPHI;

5) ompezesisieT epeuyeHb NHMOPMAIUH, IIPEJCTABIsIEMON B TOCYZapPCTBEHHYIO CUCTEMY
obHapyKeHUsI, IpeAyIPERKAEHUS U JUKBUIAINH TTOCJIEACTBUNA KOMIIBIOTEPHBIX aTaK Ha
nHopMannonHele  pecypcel  Poccuiickoni  ®ezepanuu, U IOPAJOK  ee
npenacrasiennsd;lipukaz  ®CBb  "O6  yrBepxkaenun Ilepeuns wHdbopmanum,
IIPEJICTABJISIEMOM B TOCYIADCTBEHHYIO CUCTEMY...

6) yTBEp:K/JaeT MOpPAAOK MHOPMUPOBaHUA (delepaTbHOTO0 OpraHa HCIOJIHUTEIHHON
BJIACTH, YIIOJTHOMOUYEHHOTO B  oOslacTu  obecmeueHus  (QYHKIIMOHUPOBAHUSA
rOCyZJJapCTBEHHOU CHCTeMbl OOHApy:KeHUsf, MpPeAYIpEeXJeHUs U JIMKBUJAIUU
MIOCJIEZICTBUA KOMIIBIOTEPHBIX aTak Ha WHQOpMAIUOHHBIE pecypcbl Poccuiickoi
depnepanuy, 0 KOMIIBIOTEPHBIX UHIU/IEHTAX, pearipOBaHUsA Ha HUX, IPUHATUA MEP 1O
JIMKBUJALMU TIOCJIeICTBUN KOMIIBIOTEDHBIX aTaK, IIPOBEJEHHBIX B OTHOIIEHUU
3HAUUMBIX OOBEKTOB KPUTHUYECKOW WHQPOpPMAmMOHHON WH@pPacTPyKTypel (B
0aHKOBCKOU cdepe U B HMHBIX chepax (UHAHCOBOTO PHIHKA YTBEPIKAAET YKa3aHHBIHA
MOPSAJIOK IO corsiacoBaHuIo ¢ lleHTpanbubiM 6aHKOM Poccuiickoit ®enepariumn);2

7) YyTBEPKIAeT MOPAAOK 0OMeHa nHGOpPMAIUel 0 KOMIIBIOTEPHBIX HHIIUAEHTAX MEXIY
cyObeKTaMU KPUTHUYECKOU HH(POPMAIMOHHON HHQPACTPYKTYPbI, MEXKAY CYOBEKTaMU
KPUTHYECKON HH(POPMAIMOHHON HHGQPACTPYKTYPhl U YIOJHOMOYEHHBIMH OpPraHAMU
WHOCTPAHHBIX roCy/IapCTB, MeKIYHAPOHbIMU, Me3K/TyHapOHbIMHU
HEIPABUTEJIbCTBEHHBIMU  OpPraHU3alUsAMH ¥ HHOCTPAHHBIMH  OpTaHU3AIUAMU,
OCYIIIECTB/IAIIOIIUMU JEATEJTBHOCTh B O0JIACTU pearupoBaHHSA HA KOMIIBIOTEPHBIE
VHITUJIEHTBI, A TaKKe TMOPAJOK  IOJIydeHUs] CyObeKTaMH  KPUTUUECKOU
“HOPMAIIMOHHON HWHQPACTPYKTYpbl HHGOpMamud O CpeAcTBaX U Ccrocobax
IIPOBEJIEHUs KOMIBIOTEPHBIX aTaKk © O MeTOoAaX UX NpeAylpexAeHUs u
obnapyxenus;1lIpukaz ®CBb "O6 yrBep:knenun Ilopsnka obmeHna mHbopMarued o
KOMIBIOTEDHBIX WHIUAEHTAX MEXAY CYOBEeKTaMU KPUTHYECKOU WHGOPMAIIMOHHOHN
nH@pacTpykTyphl PO...

8) opraHu3yeT yCTaHOBKY Ha 3HAUYMMBIX OOBEKTAX KPUTHUUECKOH WHOOPMAIOHHOU
MHPPACTPYKTYpPhl M B CETSAX DSJIEKTPOCBA3U, HCIIOJIb3yeMbIX Il OpraHU3aIuu
B3aUMOJIEICTBUSI OOBEKTOB KPUTHYECKON WHGPOPMAIIMOHHON WHPPACTPYKTYPHI,
CPEZCTB, NIpeIHA3HAYEHHBIX JJIA OOHApYKeHUs, NpeAyHpexJIeHUs U JIMKBUJAIUU
IIOCJIE/ICTBUN KOMITBIOTEPHBIX aTaK U PEarupOBaHUS Ha KOMITBIOTEPHBIE UHIU/IEHTHI;

Q) ycraHaBiauBaeT TpeOOBAHUA K CpeJICTBAM, IIpe/JIHA3HAUYEHHBIM JUJI OOHApYKeHUs,
IIpeayIpeXAeHUsA U JINKBUIAIIUYN TOCJIeICTBUM KOMIIBIOTEPHBIX aTaK U pearupoBaHUSA
Ha KOMITBIOTEPHbIE UHI[U/IEHTHI;

10) YTBEPIKAAET MOPAAOK, TEXHHUYECKHUE YCJIOBUSI YCTAHOBKH UM HKCILIyaTaI[UH CPEJICTB,
IpeiHa3HAaUEeHHBIX 11 OOHAPYKEeHUs, MPeAyIpeXKAeHUsA U JIUKBUIALINU TTOCIIe/ICTBUMN
KOMIIBIOTEPHBIX aTak Y peardpoBaHUA Ha KOMIBIOTEDHBIE WHIIUJEHTHI, 3a



HCKJIIOUEHUEM CPEeZCTB, MpeJHA3HAYEHHBIX I IMOMCKA HMPU3HAKOB KOMIIBIOTEPHBIX
aTak B CeTSAX DSJIEKTPOCBA3HU, WCIOJb3YEMBIX Ui OpPraHU3al{ B3aUMOJEHCTBUSA
00bEKTOB KPUTHUECKOU HH(POPMAIMOHHON NHPPACTPYKTYPHI (B OAHKOBCKOU cdepe U B
UHBIX cpepax (PUHAHCOBOTO PHIHKA YTBEPIK/AeT YKa3aHHbIE MOPSAIOK U TEXHUUYECKUE
yCJIOBHA TI0 coryiacoBaHuIo ¢ IleHTpasbHbiM 6ankoM Poccuiickoit Penepamum).

5. ®enepasbHBIM OpPTraH HCIOJJHUTEIBHOW BJIACTH, OCYIIECTBIAKINUN (QPYHKIUU IIO
BBHIDa0OTKE U peayM3allii TOCY/JApCTBEHHOU MOJIUTUKA W HOPMAaTUBHO-IIPAaBOBOMY
PEeryJIMpOBaHUIO B 00JIACTU CBS3U, YTBEPIKJAET IO COIJIACOBAHUIO C defepasbHbIM
OpPTraHOM WCIOJHUTEJIFHON BJIACTH, YIIOJHOMOUYEHHBIM B 0OJIacTH o0ecredeHus
(QYHKIITMOHMPOBAHUSA TOCY/IAPCTBEHHOU CHUCTEMBbI OOHApY:KeHUs, MPeRyNpeXIeHUs U
JIUKBUJALIMU TIOCJIE[CTBUN KOMIIBIOTEPHBIX aTak Ha WHGOPMAIMOHHBIE PECYPCHI
Poccuiickoit ®enepanuu, Mopsa/i0K, TEXHUYECKHUE YCIOBUSA YCTAHOBKU M HKCILTyaTaI[UN
CPe/CTB, MpeJHA3HAUEHHBIX /I MOWCKA IMPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX
3JIEKTPOCBA3M, MCHOJb3yeMBbIX /I OpraHu3allid B3aUMOJEHCTBUA OOBEKTOB
KPUTHUUECKON MHPOPMAITMOHHON NHGPPACTPYKTYPHI.

Cratbsa 7. KateropnpoBaHue 06beKTOB KPUTUHECKON MH(POPMALLMOHHOWN
MHdpPacTpPyKTypbil

1. KareropupoBaHue o00OBEKTa KPUTHUECKONW HHOOPMAIUOHHON HWHQAPACTPYKTYPHI
IpejicTaBiisieT  coOOM  yCTaHOBJIEHHWE  COOTBETCTBHUS  OOBEKTa  KPUTHYECKOU
MHGOPMAIIMOHHON WHQPACTPYKTYPhl KPUTEPHUAM B3HAUMMOCTH M IIOKA3aTeIsIM HX
3HAYEHUU, IPUCBOEHHNE MY OJHOU M3 KaTerOpUi 3HAUYMMOCTH, ITPOBEPKY CBEEHUH O
pe3yJibTaTax ee MPUCBOEHHUS.

2. KateropupoBaHue OCyIeCTBIIAETCA UCXOIA U3:

1) coIHMaJbHOM 3HAYMMOCTH, BbIpaXKamwlleicsad B OLEHKe BO3MOXHOro yiepoa,
MPUYUHIEMOr0 JKU3HHU WIN 3/JI0POBBI0 JIIOJIEH, BO3MOIKHOCTH IIPEKpAIleHUs HJIH
HapylmieHus: (GYHKIUOHUPOBAHUS OOBEKTOB OOeCIeYeHUs IKUBHEJESITebHOCTH
HaceJIeHUs, TPAHCIIOPTHON WHQPACTPYKTYPhI, CETEN CBSA3H, a TaKKe MAKCHMAaJIbHOM
BpEMEHHU OTCYTCTBUS JOCTyIla K TOCyZJapCTBEHHOU yCJayre JJisA IoJydaTesiell Takou

yCIIyTH;

2) MOJIMTUYECKON 3HAUYMMOCTH, BhIPA’KAIOIIENCcs B OIlEHKE BO3MOXKHOTO HPUUYHHEHHUS
yiiepba wuHTepecam Poccuiickoit ®eneparuy B BOIPOcCaXx BHYTPEHHEH W BHEITHEH
MTOJTUTHUKH;

3) SKOHOMUYECKO! 3HAUMMOCTH, BBIPAKAIOMIENC B OI[eHKE BO3MOKHOTO IPUYNHEHUS
IpSAMOTO ¥ KOCBEHHOro yiepba cyObeKTaM KpUTHYECKOU WHOOPMAIMOHHOU
nHOpACTpYKTypHI U (1in) 610/:xetam Poccutickoit @enepannu;

4) SKOJIOTUYECKON 3HAYMMOCTH, BBIPpAKAIOIIEHCS B OIlEHKE YPOBHs BO3JEUCTBHUS Ha
OKPY>KalOIIyIo Cpely;

5) 3HAYUMOCTH OOBEKTAa KPUTHYECKOUW WH(OPMAITMOHHOW WHGPACTPYKTYPhI JIs
obecrieueHns1 000POHBI CTPAHBI, 0€30MMACHOCTH rOCYZapCTBa U IIPABOMOPS/IKA.

3. YcraHaBIMBAOTCA TPH KAaTErOPUM 3HAYUMOCTH OOBEKTOB  KPUTHYECKOU
“HOPMAITMOHHOU NHPPACTPYKTYPHI - IEPBasi, BTOPasi U TPETHS.

4. CyObekTsl KpUTHUeCKONH WHQPOPMAIMOHHON HHQPACTPYKTYphl B COOTBETCTBUH C
KpUTEpUAMHU 3HAUYMMOCTU M IIOKasaTeJsIMU WX 3HAUeHUH, a Takke IOPAJAKOM
OCYIIIECTBJIEHUs KaTerOpUPOBAHUA IIPUCBAUBAIOT OJHY W3 KaTeropuil 3HAYUMOCTHU



MpUHAJJIEXKAIUM WM Ha TIpaBe COOCTBEHHOCTH, apeHAbl WIH WHOM 3aKOHHOM
OCHOBaHHUU 00bEKTaM KPUTHYECKON MHDOPpMANMOHHOU HHPPaACTPYKTYphl. Eciu 06bekT
KpUTUYECKON WHPOPMaIMOHHON WHQPPACTPYKTYPhl HE COOTBETCTBYET KPUTEPUAM
3HAYUMOCTH, MOKA3aTesAM 3TUX KpPUTEpHEB U UX 3HAYEHUAM, eMy He IIpUCBauBaeTCs
HU OJ[HA U3 TaKUX KaTerOpHi.

5. CBeJleHUs O pe3ysjbTaTaxXx IMPUCBOEHUS OOBEKTY KPUTHUECKON HHQPOPMaIMOHHOU
MHOPACTPYKTYphl OAHONM W3 KAaTeropuil 3HAUYMMOCTH JHOO 00 OTCYyTCTBUU
HEOOXOIMMOCTH IIPUCBOEHUS €My OJHOU U3 TAKHX KATErOpHUH CYyOHEKThI KPUTHIECKOU
MHPOPMAIMOHHON UHQPACTPYKTYPhl B NUCbMEHHOM BU/JIE B JECATHUHEBHBIU CPOK CO
JIHS TIDUHATUS UMU COOTBETCTBYIOIIETO PeIleHUsl HAIPaBJIAIOT B ¢eepasibHbIi Opran
VICIIOJTHUTEJIbHON BJIACTH, YIIOJHOMOYEHHBIH B 0o0JiacTu obecrieueHUs 0€30MaCHOCTH
KpUTHYECKON uHPoOpMannoHHON uUHGpACTPYKTYpbl Poccuiickoit ®enepanuu, 10
yTBepK/IeHHOU UM dopme.1

6. ®enepasbHBI OpraH HCIIOJHUTEJIBHON BJIACTH, YIIOJTHOMOUYEHHBIH B 00J1acTH
obecrieueHusi 06e30MACHOCTH KPUTUYECKOW WHQPOPMAIUOHHON WHQPACTPYKTYPHI
Poccutickot ®enepanuu, B TPUAIATUIHEBHBIM CPOK CO JIHS TIOJIyUeHHsl CBeJIEHUMU,
YKa3aHHBIX B YacTH 5 HACTOSAIIEH CTaTbU, IIPOBEPSAET COOIO/IEHUE TOpPsIKa
OCYIIECTBJIEHUS KATETOPUPOBAHUSA U IPABUIBHOCTH IPUCBOEHUA O0BEKTY KDUTUUECKOU
nHGOPMAITMOHHONW HHMPACTPYKTYPhl OJHOM U3 KaTeropudl 3HAUYMMOCTH JIHOO
HEIIPUCBOEHUs EMY HH OJTHOH M3 TAKUX KaTETOPHUH.1

7. B ciydae, ecnu cyObeKTOM KpUTHUECKOW HHGOPMAIMOHHON WHQPACTPYKTYPHI
co0JTIoZIeH TIOPAJIOK OCYIIEeCTBJIEHUs KaTeTOPUPOBAaHUA U INPUHAJJIeXKaIlleMy eMy Ha
IpaBe COOCTBEHHOCTH, aPEH/IB NI HHOM 3aKOHHOM OCHOBAaHUU O0'BEKTY KPUTHUYECKOU
nHOOPMAIIMOHHON WHQPACTPYKTYphl NPAaBUJIBHO NPHCBOEHA OJHA U3 KaTeropuiu
3HAYUMOCTH, (defepaspHblll OpraH HCHOJHUTEJIBHOU BJIACTH, YIIOJHOMOYEHHBIN B
obJjactu obecrieueHn be3omacHOCTH KPUTHUYECKOU MH(OPMAITMOHHOUN
nHbpacTpykTypsl Poccuiickoii ®ezepanmuu, BHOCUT CBEJAEHUS O TaKOM OOBEKTe
KpUTHUYEeCKON WHGPOPMAIUOHHON HHQPACTPYKTYPhl B PEECTp 3HAYHUMBIX OOBEKTOB
KpPUTUYECKON HH(MOPMAIMOHHOU HUH@PACTPYKTYpPHl, O YeM B JECATHUIHEBHBIU CPOK
yBeIOMJIAETCSA CYOBEKT KPUTUUECKON NHDOPMAIMOHHONU NHPPACTPYKTYPHI. 1

8. B ciryuae, eciiu desepasibHbIM OPraHOM U CIIOJTHUTETbHON BJIACTH, YIIOJTHOMOYEHHBIM
B obOmactu  obOecrmeueHusi  0e30MACHOCTH  KPUTHUYECKON  WHQOPMAIMOHHOU
nHppacTpykTypbl Poccuiickoit @ezepanuy, BbIABJE€HbI HapyIIeHUs MOPAAKA
OCYIIleCTBJIEHUS KaTEerOPUPOBaHUA U (WiN) 00bEKTy KPUTHUUYECKOU MHDOPMAIMOHHOU
MHOPACTPYKTYPHI, MPUHAAJIEKAIIEMY HAa IpaBe COOCTBEHHOCTH, apeH/bl UJIU UHOM
3aKOHHOM OCHOBAaHUU CyOBEKTY KPUTHUUECKONH WH(OPMAIMOHHON WMHQPACTPYKTYPBHI,
HENPaBWIBHO MPUCBOEHA OJIHA U3 KaTeropuil 3HAUMMOCTHU U (MI11) HEOOOCHOBAaHHO HE
IPUCBOEHA HU OJIHA U3 TaKuxX Karteropuil u (win) cyOBEKTOM KPUTHUUECKOU
nHGOpPMAIMOHHONW  WHQPACTPYKTYpPhl  HOpeACTaBJIeHbl  HemoJHble ©u  (win)
HeJIOCTOBEepHBIe CBeJIeHUs O pe3ysbTaTaX MPUCBOEHUA TaKOMYy OOBEKTY KPUTHUUYECKOU
MHDOPMAITMOHHON HWHQMPACTPYKTYpPhl OJIHOM W3 KaTeropui 3HAYMMOCTH JIHOO 00
OTCYTCTBHUU HEOOXOJMMOCTH TIPHUCBOEHUS €My OJHOM U3 TaKUX KaTeropuy,
dbenepanbHBIE OpraH WCHOJHUTEILHOW BJIACTH, YIIOJHOMOYEHHBIM B 00JaCTH
obecrieueHns1 0E30MACHOCTH KPUTHYECKOW WHGOPMAIMOHHON HWHGPACTPYKTYPHI
Poccutickoit  ®enmeparuu, B JIECATUAHEBHBIA CPOK €O JHA  IIOCTYIUIEHUA
IIpe/ICTAaBJIEHHBIX CBeJeHUM BO3BpamlaeT UX B MHCBMEHHOM BHJE CYyOBEKTy
KPUTHYECKON MHOPMAIIMOHHONU HHPPACTPYKTYPhI C MOTUBUPOBAHHBIM 00OCHOBaHHEM
IIPUYHH BO3BpaTa.1
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9. CyOBeKT KpUTHYEeCKOU WHQOPMAINUOHHON HHQPACTPYKTYpPhl IOCIE TMOJIYIEeHUS
MOTHUBHUPOBAHHOTO 0OOCHOBAaHUs MPUYUH BO3BpaTa CBEelEHUM, YKa3aHHBIX B YacTU 5
HACTOAIEH CcTaTbu, He 0oJjiee YeM B JECATUAHEBHBIA CPOK yCTpPaHSET OTMEYEHHbBIE
HeJIOCTAaTKU U IIOBTOPHO HAIIpaBJiseT TaKue CcBeJleHUsA B (deAepajbHbBI OpraH
HCIIOJTHUTEIbHOU BJIACTH, YIIOJHOMOYEHHBIH B 00JacTu obecreueHUs 0Oe30MacHOCTHU
KpUTHYecKol nHpopMainoHHo nHdpacTpyKTyphl Poccutickoit ®enepanuu.

10. CBezeHus 00 OTCYTCTBUHM HEOOXOJMMOCTH IPUCBOEHUSA OOBEKTY KPUTUUECKOM
MHGOPMAIIMOHHON HWH@PACTPYKTYPhl OJHOW W3 KAaTerOpui 3HAYMMOCTH IIOCIE UX
MIPOBEPKH  HAMNpABJATCI (QefepayibHBIM OpPraHOM  HCIIOJIHUTEJIBHOW  BJIACTH,
VIOJHOMOUYEHHBIM B  oOslacTu  obOecrieueHHss  0€30IIaCHOCTH  KPUTHYECKOU
nHopMaroHHON UHPpacTpyKTypbl Poccuiickoit ®enepamnuu, B TOCYapCTBEHHYIO
cucreMy  OOHapy:KeHHs, NOpeAylpexJeHUus W  JIUKBUJAIUU  MOCJEe/ICTBUN
KOMIIBPIOTEPHBIX aTak Ha HH(GOPMAaIlMOHHbBIE pecypchl Poccuiickoit desepamnuu, o 4em B
JIECAITUJTHEBHBIM CPOK YBEJIOMJISIETCA CYOBEKT KPUTUUYECKOM WH(GOPMAIIMOHHOMN

UHOPACTPYKTYPHI.

11. B ciyuae HempejcraBieHUs CYOBEKTOM KPUTHYECKOHM WHMOPMaAIMOHHOMN
UHGPACTPYKTYPHI CBEJEHNH, YKa3aHHBIX B YAaCTU 5 HACTOSIIEN CTaTbu, ¢deaepaysbHbIN
OpraH WCIOJIHUTEJIPHOW BJIACTH, YIOJHOMOYEHHBIH B o0JsacTu obecredyeHust
0e30IMacHOCTH KPUTHYECKOW uH@opMaruoHHON uHGpACTPYyKTypsl Poccuiickoit
®enepanuu, HaIIpaBJIseT B aJpec yKa3aHHOTO cyObekTa TpeboBaHUE O HEOOXOAUMOCTHU
coOJTIOZIeHU A ITOJIOKEHUH HACTOAIEeH CTaThH.

12. Kareropusi 3HAQUMMOCTH, K KOTOPOH OTHECEH 3HAUYUMBIA OOBEKT KPUTUUECKOU
MHQOPMAIIMOHHON  HH(QPACTPYKTYphI, MOKeT OBITh H3MEHEeHa B IOPsJIKeE,
IIpelyCMOTPEHHOM /U151 KATETOPUPOBAH U, B CIIEIYIONIUX CIyYasax:1

1) IO MOTUBHPOBAaHHOMY peIIeHHI0 (pefiepaibHOTO OpraHa HCIIOJIHUTEILHOU BJIACTH,
YyIIOJTHOMOYEHHOTO B obsyactu  obecrieyeHuss  0e30IACHOCTH  KPUTHUYECKOU
MHOPMAIIMOHHON WHQPACTPYKTyphl Poccuiickoit ®enepanuy, TPUHATOMY IO
pe3yJibTaTaM IPOBEPKH, MPOBEIEHHON B paMKaxX OCYIECTBJIEHUsS TOCYAapCTBEHHOTO
KOHTpOJISI B obJlactu obecrieyeHusi 6€30MaCHOCTU 3HAYUMBIX O0BEKTOB KPUTHUECKOU
“HPOPMAITMOHHOU HHPPACTPYKTYPHI;

2) B cCJiyyae U3MEHEHUs 3HAYUMOro OO0beKTa KPUTUYEeCKOHM WHOOPMaIrMOHHOMN
MHPPACTPYKTYPHI, B Pe3yJIbTaTe KOTOPOTO TAKOW OOBEKT IEepecTasl COOTBETCTBOBATH
KPUTEPUSIM 3HAUYMMOCTH U IIOKa3aTessIM HUX 3HAYEeHHH, HA OCHOBAHUHM KOTOPBIX €My
ObLIa PUCBOEHA OIpe/Ie/IEeHHAS KaTerOpys 3HAYNMOCTH;

3) B CBA3UM C JIMKBHJAAIlMEW, peopraHusdanued cyObeKTa KpPUTHUYECKOU
MHGOPMAIIMOHHON HWHQPACTPYKTYphl W (WJIM) H3MEHEHHEM €ero OpraHU3alHuOHHO-
MIpaBOBOI (OPMBI, B pe3yJIbTaTe KOTOPHIX OBLIN M3MEHEeHbI JU00 yTpauyeHbl IPU3HAKU
cyObeKTa KPUTHIECKOU NH(POPMAITMOHHOU UH(PPACTPYKTYPHI.

Ctatbs 8. PeecTp 3Ha4YMMbIX OOBEKTOB KPUTUYECKON MH(POPMALMOHHOMN
MHpPaCTPYKTYpbI

1. B 1memax ydyera 3HAYMMBIX OOBEKTOB KPUTHYECKOHM WHMOPMAIMOHHOUN
nHGpacTPyKTYyphl deaepanbHbIil OPraH HCIIOJHUTEJbHON BJIACTH, YIIOJTHOMOUYEHHBIU B
obJstactu obecrieueHu st 0e30macHOCTH KPUTUYECKOU nHGOPMAITMOHHOU
nHdpacTpykTypbl Poccuiickoii ®epeparnuu, BeleT peecTp 3HAYUMBIX OOBEKTOB
KpUTHUYECKON MHMOPMALNOHHON UHQPPACTPYKTYPHl B YCTAHOBJIEHHOM UM HopsAjake. B
JIAHHBIN peecTp BHOCATCA CAeAYIONIUE CBe/IEHUs: 1
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1) HaWMeEHOBaHME 3HAYUMOTO O0BEKTa  KPUTHYECKOW  HMHOOPMAIMOHHOU
MHQPaCTPYKTYPHI;

2) HAaUMEHOBaHHUE CyOheKTa KpUTUIECKON MHDOPMAITMOHHON HHMPACTPYKTYPHI;

3) CBeJIeHUsI O B3aMMOJIECTBUH 3HAUUMOTO 00BEKTa KPUTUUECKON MHDOPMAIIMOHHOU
MHQPaCTPYKTYPHI U CETEU DJIEKTPOCBA3Y;

4) cBeeHHA O JIUIE, OKCIUIyaTUPYIOIIeM B3HAYUMBIH OOBEKT KPUTHYECKOU
MHQOPMAITMOHHOU UHPPACTPYKTYPHI;

5) KaTeropmus 3HAUYMMOCTH, KOTOpas IMPUCBOEHA 3HAYUMOMY OOBEKTY KPUTHUECKOU
MHQOPMAITMOHHOU UHPPACTPYKTYPHI;

6) CBeJIeHHUs O MPOTPaMMHBIX U IIPOrPaMMHO-AMIIapaTHBIX CPEICTBAX, UCIOJIb3YEMbIX
Ha 3HAYUMOM 00beKTe KPpUTHIEeCKOW HHPOPMAIMOHHON NH(PPACTPYKTYPHI;

7) Mephl, IpUMeHseMble i obecriedeHUss 0€30MACHOCTH 3HAYUMOTO OOBEKTa
KpPUTUYECKON NHPOPMAIMOHHON NHPPACTPYKTYPHI.

2. CBeJleHHsA U3 peecTpa B3HAYUMBIX OOBEKTOB KPUTHUYECKOW HWHOOPMAIMOHHON
MHQPACTPYKTYPhl HAIMPABJAIOTCA B TOCY/IAPCTBEHHYIO CHCTEMY OOHApyKeHWU,
NpeAylpeXAeHns] W  JIUKBUJALIMK  TOCTEJICTBUH  KOMIIBIOTEPHBIX aTaKk Ha
nHdopMaInoHHbIe pecypchl Poccuiickoit @eneparum.

3. B ciayuae yrpaThl 3HAaUMMBIM OOBEKTOM KPUTHYECKOH WHMOPMAIMOHHOMN
MHOPACTPYKTYphl KaTeropuu 3HAUYMMOCTU OH HCKJIIOUaeTcs ¢efepaabHbIM OpPraHOM
HCIIOJTHUTEJIbHOU BJIACTH, YIIOJTHOMOYEHHBIM B oOJlacTu ofecrieueHUs 0e30M1acCHOCTU
KpUTH4Yeckon WHGPOpManuoHHOU wuHOpacTpykTypel Poccuiickoni ®enepanuu, us3
peecTpa 3HAUMMBIX 00BEKTOB KPUTHUUECKOU NMHPOPMATMOHHOU NUH(PPACTPYKTYPHI.

CraTtbs 9. [NpaBa 1 06513aHHOCTN CYOBLEKTOB KPUTUYECKON NH(DOPMaALMOHHON

MHpPaCTPYKTYpbI
1. Cy0beKThbI KpUTHUYECKOH HHGOPMAITUOHHON HHPPACTPYKTYPHI UMEIOT IIPaBO:

1) TToIy4aTh OT (eZIepaJibHOTO OpraHa MCIOJIHUTEIHLHOU BJIACTH, YIIOJTHOMOYEHHOTO B
obsactu obecrieueHu st Oe3oracHOCTH KPUTUYECKOU nHGOPMAITMOHHOU
nHbpacTpykTypsl Poccuiickoit ®enepamuu, wuHDOpManuoo, HEOOXOAUMYIO I
obecrieueHnsi 0€30MaCHOCTH 3HAYUMBIX OOBEKTOB KPUTHMUYECKOUW HHGPOPMAIUOHHOMN
MHOPACTPYKTYPHI, IPUHAJJIEKAIIUX UM Ha IIpaBe COOCTBEHHOCTH, apeH/Ibl WU HHOM
3aKOHHOM OCHOBAaHHUHU, B TOM umcje 00O yrposax Oe3omacHOCTH oOOpabaThIBaeMOU
TakuMu oObekTaMu WHGOPMAIUM H YSI3BUMOCTH IPOTPAMMHOrO obecIieueHwusd,
000pyAOBaHUA U TEXHOJIOTUH, NCTIOJIb3yEMBIX HA TAKUX 00bEKTAX;

2) B NOpsAJIKe, YCTAaHOBJEHHOM d&eaepaJbHbBIM OPraHOM HCIOJHUTEJIBHOU BJIACTH,
YIIOJIHOMOUYEHHBIM B o00Ojactu obecrniedeHHsA (GYHKIIMOHHUPOBAHUA TOCYAapPCTBEHHOMN
CUCTEMBI  OOHApY)KEHHsf, NpEeNyNpexJAeHUs U  JIUKBUJAUUU  IOCJIEICTBUU
KOMIIBIOTEPHBIX aTak Ha uH@opMauuoHHble pecypcbl Poccuiickoir ®Pepnepanuy,
IIOJIy4aTh OT YKa3aHHOTO OopraHa MHGOPMAaLMIO O CPEJICTBAX U Crocobax MpOBefieHUs
KOMITBPIOTEPHBIX aTaK, a TAKXKe O METO/IaX UX IPeIyIPexXeHUs U 0OHADYKEeHUS;

3) Ipu HAIUYUU coryacuA ¢e/lepayIbHOTO OpraHa WCIOJHUTEIBHON BJIACTH,
YIIOJIJHOMOUYEHHBIM B 00Ojactu obecrniedeHuss (GYHKIIMOHUPOBAHUA TOCYAapPCTBEHHOMN
CUCTEMBI  OOHApY:KEHHfA, MpeJyNpexJeHus U  JIMKBUJALUUU  IOCJIEeICTBUU
KOMITBIOTEPHBIX aTak Ha uHpopManuoHHbIe pecypchl Poccutickoir ®eseparuu, 3a cBOu



cuer HpI/IO6peTaTb, apeHaoBarThb, YCTaHaBJIMBATb u O6CJIY)KI/IBaTB CpEACTBA,
npeaHa3sHa4€HHbIE IJIA O6Hapy9KeHI/IH, npeaynpexaeHud U JIMKBUJAalluu HOCJIGI[CTBI/II‘/JI
KOMIIBIOTEPHBIX aTaK U pearupOBaHUA Ha KOMIIbIOTEPHbIEC HHIIUJICHTDI;

4) pa3pabaTbiBaTh ¥ OCYIIECTBJIATH MEPONPUATHA MO obecrneueHUI0 0e30MMacHOCTU
3HAYUMOT'0 00BEKTA KPUTHIECKON NH(POPMATTMOHHON NH(PPACTPYKTYPHI.

2. CyO'beKThl KPUTUUECKON MH(GOPMAIIMOHHONU NHPACTPYKTYPHI 00s3aHbI:

1) He3aMeIJINTEIbHO WH(GOPMHUPOBATh O KOMIBIOTEPHBIX WHIU/IEHTAX (erepabHbIN
OpraH MHCIOJIHUTEJbHOU BJIACTH, YIIOJHOMOUYEHHBIH B oOJslacT obecrieueHust
(PYHKITMOHUPOBAHUs TOCY/IapPCTBEHHON CHCTEMBI OOHAPYKEHUS, MPEAYNPEXRISHU U
JIMKBUJAIIUKA TIOCJIEJCTBUN KOMITBIOTEPHBIX aTak Ha WH(GOPMAIMOHHBIE PECYPCHI
Poccuiickoii ®enmepanuu, a takke lleHTpanbHbId O0aHK Poccuiickodi ®eneparnuu (B
coydae, ecau  CyOBeKT  KPUTHUYECKOH  UWHQMOPMAIIMOHHON  HMHMPACTPYKTYPHI
OCYIIIECTBJISIET JEeATEeJbHOCTh B OAaHKOBCKOU cdepe U B HHBIX cdhepax (pUHAHCOBOTO
PHIHKA) B YCTAaHOBJIEHHOM YKa3aHHBIM ¢eZepaJibHbIM OpPraHOM HCIIOJIHUTEIbHOUN
BjacTH mopszke (B OaHKOBckoW cdepe wm B UHBIX chepax (UHAHCOBOTO PHIHKA
YKa3aHHBIA TOPSZOK YCTAaHABJIUBAETCA IIO coryiacoBaHUIO ¢ IleHTpasbHBIM OaHKOM
Poccuiickoit ®eneparum);

2) oOKa3blBaTh COJIEHCTBHME JIOJDKHOCTHBIM  JiunaM  ¢eiepajibHOTO  opraHa
HCIIOJTHUTEJIbHOU BJIACTH, YIIOJTHOMOYEHHOTO B obJ1acTu obecrieueHUA
(YHKIIMOHUPOBAHUS T'OCY/JapCTBEHHOU CHUCTEMBbI OOHApPYKEHUsl, MPEeAyIpPeKAeHUI U
JINKBUJIAIIUKA TIOCJIEACTBUN KOMIBIOTEDHBIX aTaK Ha HWHGOPMAIUOHHBIE PeCypCh
Poccuiickoit ®epeparuu, B OOHApYy)K€HUW, TPEAYNPEXKAEHUN U JIMKBUJAITUHA
ITOCJIEZICTBUUA KOMITBIOTEPHBIX aTaK, YCTAHOBJIEHUH IPUYNH U YCIOBUU BO3HUKHOBEHUS
KOMITBIOTEPHBIX UHITH/IEHTOB;

3) B cJIyyae yCTAaHOBKHU Ha 00BEKTaX KPUTUUECKOU NMHOPMAIIMOHHON HHDPACTPYKTYPHI
CPEZCTB, NpeHa3HAUEHHBIX /JiA OOHApYKeHUs, MpeayHpex/ieHUs U JIUKBUJALNU
IIOCJIEZICTBUA KOMIIBIOTEPHBIX aTaK M pearupoBaHUs HA KOMIIBIOTEPHBbIE MHIIUJEHTHI,
obecrieunBaTh BBINOJHEHWE TIOPAJIKA, TEXHUYECKUX YCJIOBUH YCTAHOBKU U
SKCIUIyaTaI[UM TAKUX CPEJICTB, UX COXPAHHOCTbD.

3. Cy0OpeKThl KpUTHUYECKOU MHOOPMAIUOHHOU HUHGPACTPYKTYPhl, KOTOPHIM Ha IIpaBe
COOCTBEHHOCTH, apeHAbl WM WHOM 3aKOHHOM OCHOBAaHUM IPHUHAJJIEKAT 3HAUNMBbIE
00BEKThI KpUTHUECKON MHPOPMaNMOHHOU HHGPPACTPYKTYPHI, HAPA/Y € BHIIIOTHEHUEM
00s13aHHOCTEH, IpeyCMOTPEHHBIX YACTBIO 2 HACTOAIIEN CTAaThH, TAK:Ke 00s3aHBbI:

1) cobiogath TpebOBaHHUS IO oOOecliedeHUI0 0e30TacHOCTH 3HAYUMBIX OOBEKTOB
KpUTHUUECKON WHGOPMAIIMOHHOU WHQPACTPYKTYPhl, YCTAaHOBJIEHHBbIE (deiepaibHbIM
OpPraHOM WUCIIOJITHUTEJIbHON BJIACTH, YIIOJHOMOYEHHBIM B oOJsiacTH obOecredeHust
0e30IMacHOCTH KPUTHYECKOW uH@oOpMaruoHHONH uHGpACTPYyKTypsl Poccuiickoit
®enepanuuy;

2) BBINOJHATH IpEANNCAHUA  JIOJDKHOCTHBIX  JiUI]  dellepajlbHOTO  OpraHa
HCIIOJTHUTEJIbHOU BJIACTH, YIIOJIHOMOUYEHHOro B obsiacTu obecrneueHUs 0e30MaCHOCTU
KpuTHueckol wuHMOpManuoHHOU wuH@pacTpykTypbl Poccutickoit ®enepanuu, 06
yCTpaHEHUU HapyIleHuH B 4YacTH coOo/leHus TpeboBaHUI 10 00ecrmeyeHuIo
6e30MacHOCTH 3HAUNMOT0 00'beKTa KpUTHYeCcKOoH NHPOPpMaMOHHOU NHGPACTPYKTYPHIL,
BBIJJAHHBIE 3TUMU JIUI[AMU B COOTBETCTBUH CO CBOEH KOMIIETEHIINEH;

3) pearupoBaTh Ha KOMIIBIOTEDHBbIE WHIIUJIEHTHI B IOPSAAKE, YTBEPKIEHHOM
(denepanbHBIM OpPraHOM HCIIOJIHUTEJIPHON BJIACTH, YIOJHOMOYEHHBIM B 00JacTu
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obecrieueHusi (PYHKIIMOHUPOBAHUSA TOCY/IADCTBEHHOH CHCTEMBI OOHApYy:KeH U,
IpeaynpexXJAeHusa U JIMKBUJAUMU  IOCJEJICTBUU  KOMNBIOTEDHBIX aTak Ha
nHdopMmalnonusle pecypcbl Poccuiickont  ®epepanuu, NOPUHUMAThL MeEPHI IO
JIMKBUJALIMU TIOCJIeICTBUN KOMIIBIOTEDHBIX aTaK, IIPOBEJEHHBIX B OTHOIIEHUU
3HAYUMBIX 00BEKTOB KPUTHUYECKOU NMHPOPMAITMOHHOU HH(PPACTPYKTYPHI;

4) obecneynBaTh OeCIIPENATCTBEHHBIN JOCTYI JOJKHOCTHBIM JHIaM ¢efeparbHOro
OpraHa UCHOJHUTEJIBHOU BJIACTH, VYIOJHOMOYEHHOTO B o0Ojactu obeclieueHUs
0e30MmacHOCTH  KPUTHUYECKOH WHOOPMANMOHHOW HWHQPACTPYKTYphl Poccuiickoi
depnepanuuy, K  3HAQUUMBIM  O0BEKTaM  KPUTHUYECKOH  WHGPOPMAIMOHHOU
MHPPACTPYKTYPHI MIPU PeTU3aIUN STUMH JIUIAMHU [TOJTHOMOYHH, MPEyCMOTPEHHBIX
craTbel 13 HacrosAmero ®exepasbHOrO 3aK0OHA.

Cratba 10. Cuctema 6€30nNacHOCTU 3HAYNMMOIo OO0 bEKTa KPUTUYECKOM
UHcopMaLNOHHON UHPPACTPYKTYpPbI1

1. B memax oOecrieyeHus 0e30MaCHOCTH 3HAUYMMOIO OOBEKTa KPUTHUYECKOU
nHpOpMAIMOHHONW HWHQPACTPYKTYPhl CYOBEKT KPUTUYECKOU HHMOPMaAIMOHHOMN
MHQPPACTPYKTYPHI B COOTBETCTBUHU C TPeOOBAHUAMU K CO3/IAaHUIO CUCTEM 0E30IMacHOCTH
TaKUX OOBEKTOB U oObecreyeHHI0 UX (QYHKIIMOHHUPOBAHUSA, YTBEPIKAEHHBIMHU
(dbenepanbHBIM OpPraHOM HCIIOJIHUTEJIBHON BJIACTH, YIOJHOMOYEHHBIM B 00JacTH
obecrieueHns1 0e30IACHOCTH KPUTHYECKOW HHMOPMAIUOHHON HHMPACTPYKTYPHI
Poccutickoit ®epeparniuy, Cco371a€T CHCTeMy Oe30MMaCHOCTH TaKoro OObeKTa U
obecrieuriBaeT ee QYHKITHOHUPOBAHUE.

2. OCHOBHBIMHU 3a/la4aMH{ CHCTEMBI 0€30MMaCHOCTH 3HAYMMOTO OOBEKTa KPUTHIECKOU
MHDOPMAITMOHHON HHPPACTPYKTYPHI ABJISAIOTCS

1) MpeAOTBpAllleHHe HEIMPaBOMEPHOro JOCTyma K wuHdopMauu, o06pabaThiBaeMoOun
3HAYUMBIM  OOBEKTOM  KpUTHUYECKONW  WHPOPMAIMOHHON  HUHQPPACTPYKTYPHI,
YHUYTOXKEHUA Takod uHopManuu, ee MoAUDUIIMPOBAaHUs, OJIOKUPOBAHUS,
KONIMPOBAaHUs, NPEJOCTaBJIEHUs U PaCIpOCTPAHEHUs, a TaKXKe WHBIX HEIPAaBOMEPHBIX
JIeCTBUI B OTHOIIIEHUU TaKOU nHpopManuy;

2) HeJOIYI|eHHe BO3/IEHCTBUS Ha TEXHUYECKHE CpeACcTBAa 00paboTku MHGOpPMAIUH, B
pe3yJibTaTe  KOTOPOTO  MOXKeT ObITh  HapymieHo W (Wim)  IpeKpaleHo
(GyHKIIMOHMpOBAHHE  3HAUMMOIO  O0BEKTa  KpPUTUYECKOW  HUHGPOpPMAIMOHHOU

UHOPACTPYKTYPHI;

3) BOCCTaHOBJIEHHE (PYHKIMOHUPOBAHUA 3HAUMMOIO OOBEKTa KPUTUYECKOU
“HGOPMAIIMOHHON NH(PPACTPYKTYPHI, 00€CIIeurnBaEMOT0 B TOM YHCJIE 32 CUET CO3JAHUA
Y XpaHEeHUs pe3ePBHBIX KOMUH HEOOXOAMMOM JIJIsl 3TOr0 nHpopManuy;

4) HeNIpepbIBHOE B3aMMOJEHCTBHE C TOCYJapCTBEHHON CHCTEMON OOHapy:KeHHUs,
NpeAyNpexXAeHns] W  JIUKBUJALIIMK  TOCJTEJICTBUN  KOMIIBIOTEPHBIX aTaKk Ha
nHdopMaInoHHble pecypcbl Poccuiickoit ®eneparun.

Cratba 11. Tpe6oBaHMA No ob6ecnevyeHn0 6€30NacCHOCTU 3HAa4YUMbIX OOBLEKTOB
KpUTU4YeCKon MHPOPMaLIMOHHON NHPPACTPYKTYpPbIL

1. TpeboBanus mo obeclieueHHI0 0E30MACHOCTH 3HAYMMBIX OOBEKTOB KPHUTHUECKOU
MHQOPMAIIMOHHON WHQPACTPYKTYphl, yCTaHaBINBaeMble ¢eAepaJbHbIM OPraHOM
HICIIOJTHUTEJIbHOU BJIACTH, YIIOJITHOMOYEHHBIM B oOJlactu obecrieueHus1 6€30MaCHOCTH
KpuTHUdecko wuHOpManuoHHON  uH@pacTpykTypbsl  Poccuiickoit  ®enepanuu,
muddepeHIUPYIOTCI B 3aBUCUMOCTH OT KATErOpUU 3HAYUMOCTH  OOBEKTOB
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KpUTHUYECKONH WHGPOPMAIMOHHON HWHQPACTPYKTYpPhl HW S3TUMH TpeOOBaHUAMH
IpelyCMaTpPUBAaIOTCA:

1) mJIaHUpoOBaHUe, pa3paboTKa, COBepIIEHCTBOBAHUE U OCYIIECTBJIEHHE BHEAPEHU:
MEPONPUATHNA 10 oObecreueHuI0 0e30MMaCHOCTH 3HAYUMBIX OOBEKTOB KPHUTHUECKOU
UHDOPMAITMOHHON HHPPACTPYKTYPHI;

2) MpUHATHE OPTraHU3ANMOHHBIX U TEXHUYECKUX Mep Ui oOecriedeHus 6€30MacHOCTH
3HAYUMBIX 00HEKTOB KPUTHIYECKOU MH(POPMAITMOHHOU UH(PPACTPYKTYPHI;

3) YCTaHOBJIEHWE IapaMeTPOB M XapaKTEPUCTUK IIPOTPAMMHBIX U IIPOTPAMMHO-
anmapaTHbIX CPEJICTB, IPUMEHsIEeMbIX i obecrieueHus1 OE30MMACHOCTH 3HAYMMBIX
00'bEKTOB KPUTHUUECKOT NHPOPMAIMOHHON NHPPACTPYKTYPHI.

2. T'ocyzmapcTBeHHbIE OpTaHbl W POCCHICKWE IODHUIMYECKHE JIUIA, BBINOJIHAIOIINE
dyHKIIN 10 pa3paboTKe, MPOBEAEHUIO UIN PeTU3aINU FOCy/IapCTBEHHOU MTOJIUTUKU U
(mu) HOPMATHUBHO-IPAaBOBOMY  PEryJIMPDOBAaHUI0O B  YCTAaHOBJIEHHOU  cdepe
ZleATEbHOCTH, 110 COTJIACOBAHUIO C (e/lepaIbHBIM OPTaHOM HCIIOJTHUTEJIHLHON BJIACTH,
YJIOJIHOMOYEHHBIM B  obsylactu  ofecrieueHusi  0€30MAaCHOCTU  KPHUTHUUYECKOU
nHopMaInmoHHOW HHPpPAcTPyKTypbl Poccuiickoit ®enepariuu, MOTYT yCTaHaBJIUBATh
JIOTIOJIHUTEIbHBIE TpebOBaHUA MO ObOeclieueHnI0 O6e30MaCHOCTH 3HAYMMBIX OOBEKTOB
KPUTHUUYECKON WHQMOPMAIIMOHHON HWHMPACTPYKTYpPHI, cojAeps;Kalue 0COOEeHHOCTH
(GYHKIIMOHUPOBAaHUS TaKUX OOBEKTOB B YCTAHOBJIEHHOH cdepe AeATeTbHOCTH. 1

CraTtbs 12. OueHKa 6e30nacHOCTU KPUTUYECKON MHPOPMaLMOHHOMN
MHPaCTPYKTypbI

1. OmeHka 0e30MaCHOCTH KPUTHUUYECKON UHQOpMaNUOHHON HHPACTPYKTYPHI
ocyiiecTBisercs ¢deiepabHBIM OPraHOM HCIIOJTHUTEIBHOM BJIACTH, YIOJTHOMOYEHHBIM
B obmactu obecrieueHus  (QYHKIIMOHUPOBAHUA  TOCYyJAPDCTBEHHOM  CUCTEMBI
oOHapy»KeHUs, IpeAyIpeKAeHNU U JUKBUAALINH IIOCIe/ICTBUN KOMIIBIOTEPHBIX aTaK Ha
nHdopMannoHHbele pecypcbl Poccuiickonn ®epepanuu, B I[ejfX NTPOTHO3UPOBAHUA
BO3HUKHOBEHHSI BO3MOJKHBIX yTpO3 0OE30MaCHOCTH KPUTHYECKOW WHOOPMAIMOHHOMN
MHOPACTPYKTYpPhl ¥  BBIPAOOTKH M€p IO TOBBIMIEHUI0 YCTOUUYUBOCTU €€
(pyHKIITMOHMPOBaHUA IPU IPOBE/ICHUH B OTHOILIIEHUU €€ KOMIIBIOTEPHBIX aTaK.

2. IIpu ocyIiecTBJIeHUH OIEHKH 0e30MacHOCTH KPUTUUYECKOH WH(GOPMAIMOHHOU
UH@PACTPYKTYPbI IPOBOAUTCS aHAINS:

1) JAHHBIX, TOJYy4aeMbIX IIPU UCIIOJIb30BAHUU CPEJCTB, IPeAHA3HAUEHHBIX [IJIA
obHapy:KeHUs, IPEeIYIPEKAEHUA U JIUKBUAAINY TIOCTIEACTBUN KOMIBIOTEPHBIX aTaK U
pearupoBaHUA HA KOMIIBIOTEPHbIE HHIIU/IEHTHI, B TOM YHcJIe HHGOPMAIIUU O HAJTUIUH B
CETAX DJIEKTPOCBA3M, HCIOJb3YEMBIX JI OPraHU3aIUU B3aMMOJEUCTBUS OOBEKTOB
KPUTHYECKON MH(POPMATIMOHHON HHPACTPYKTYPhI, IPU3HAKOB KOMITBIOTEPHBIX aTAK;

2) wHpOpPMAIIUM, IIPE/ICTABISIEMON CyObEKTaMH KPUTHYECKOW WH(OPMAIMOHHOMN
UHQPACTPYKTYphl W (efepasbHBIM  OpPraHOM  HCIIOJIHUTEJIBHOW  BJIACTH,
YIOJTHOMOYEHHBIM B  obOslactu  obecrieueHWss ~ 0€30IaCHOCTH  KPUTHYECKOU
nHpopMannoHHON wuH@pacTpykTypbl Poccuiickoii ®enmepamuu, B COOTBETCTBUU C
nepeuHeM WHGOpPMAIUU U B TMOPsAKe, OIpezesisseMbiMU ¢enepaJbHbIM OpPraHOM
WCIIOJTHUTEIbHOM  BJIACTH,  YIOJHOMOYEHHBIM B  obslactm  obecrnedyeHUs
(YHKIIMOHUPOBAHUA TOCYZJapCTBEHHOU CHUCTEMBbI OOHApPYKEHUs, MPeAyIpeKAeHUsI U
JIUKBUJZIAIUYA TIOCJEACTBUN KOMIIBIOTEPHBIX aTaKk Ha HHQPOPMAIUOHHBIE PeCcypChl
Poccuiickoit ®enepanuu, a Tak?Ke HHBIMH He SBJISIONIUMUCH CyOheKTaMH KPUTHYECKOUN



MHPOPMAIIMOHHON WHQPACTPYKTYphl OpraHaMHU U OpraHu3alusAMH, B TOM YHCIIE
MHOCTPAHHBIMU U MEXK/IyHAPO/IHBIM U}

3) CBeleHUU, TMPEJICTABISIEMBIX B TOCY/IAPCTBEHHYIO CHCTEMY OOHApPY>KEHWUs,
OpeAynpexXAeHuss ¥ JIMKBUJIAMK  IIOCJIEJICTBUA  KOMIIBIOTEPHBIX  aTak Ha
nHpOpMaNNOHHBIE pecypchl Poccuiickoit @Defepaliii MO UTOTaM  IIPOBEJIEHUS
TOCy/IapCTBEHHOTO KOHTPOJIsI B o0Ojactu obecrieueHus1 0e30MacCHOCTH 3HAYMMBIX
00OBEKTOB KpUTHYECKOU HHOOPMAUMOHHOU HWHGPACTPYKTYphl, O HapylIeHUU
TpeOOBaHUN 10 oOOecreyeHUI0 Oe30MacHOCTH 3HAYUMBIX OOBEKTOB KDPUTHYECKOU
MHGOPMAIIMOHHON HHPPACTPYKTYPHI, B PE3Yy/IbTaTe KOTOPOTO CO3AAI0OTCS IIPEINOCHIIKH
BO3HUKHOBEHH I KOMITBIOTEPHBIX HWHINEHTOB;

4) nHO¥ MHbOpPMAIUH, TOIyYaeMol (eepaybHbIM OPraHOM HCIOJIHUTEIBHOM BJIACTH,
YIIOJIHOMOYEHHBIM B o00OjiacTu obOecrniedeHuss (GYHKIIMOHUPOBAHUA TOCYJAPCTBEHHOMN
CUCTEMBI  OOHApY:KeHHsf, MpeJylnpexJeHus U  JUKBUJAUUU  IOCJIEeICTBUU
KOMIIBIOTEPHBIX aTak Ha wuH@opManuoHHBIE pecypcbl Poccuiickoin ®enepanuu, B
COOTBETCTBUU C 3aKOHOJaTeJbCcTBOM Poccuiickoit Penepanmu.

3. 114 peanuzanuu mOJI0KeHUH, IPeJyCMOTPEHHBIX YaCcTAMU 1 U 2 HACTOSAIIEN CTAaThU,
denepanbHBIl OpraH HWCIOJTHUTEIBHOM BJIACTH, YIOJHOMOYEHHBIH B o00JacTu
obecrieueHusi (PYHKIIMOHUPOBAHUA TOCYZIaDCTBEHHONH CHCTEMBI OOHApYy:KEeHHU,
IpeaynpexXJAeHus U JIMKBUJAUMU  IOCJE/ICTBUM  KOMNOBIOTEDHBIX aTak Ha
nHdopMaInoHHble pecypchl Poccuiickoii ®@enepanny, opraHusyeT YCTAaHOBKY B CETAX
BJIEKTPOCBSI3M, HCIOJb3YEMBIX /I OpPraHU3alUM B3aUMOJAEUCTBHUSA OOBEKTOB
KpUTHUYeCKON MH(GOPMAIMOHHOU WHQPACTPYKTYpPHI, CPEJCTB, NMpeAHA3HAYEHHBIX JI
IIOKCKA MPU3HAKOB KOMIIBIOTEPHBIX ATAK B TAKUX CETAX 3JIEKTPOCBA3U.

4. B menax pa3paboTKu Mep IO COBEPIIEHCTBOBAHUIO OE30MMaCHOCTU KPUTHYECKOU
MHGOPMAIIMOHHON WHQPACTPYKTYphl (e/lepayIbHBIH OpraH HCIOJHUTEIbHOU BJIACTH,
YIIOJIJHOMOYEHHBIH B obJsiactu obecrieueHusi (GyHKIIMOHUPOBAHUS TOCYIAPCTBEHHOUN
CUCTEMBI  OOHApY)KEHHs, NPEeNYNpexXJAeHUs U  JIUKBUJAUUU  IOCJIEICTBUU
KOMIIBIOTEPHBIX aTak Ha UWHQopMaInuoHHble pecypcbl Poccuiickoit ®Penepanuu,
HaTpaBiseT B deJlepaibHbI OpPraH HCIOJHUTEIBHOU BJIACTH, YIIOJTHOMOYEHHBIA B
obJactu obecrieueHu st Oe30ImacHOCTH KPUTHYECKOU MHGOPMAIIHOHHO U
uHdpactpyktypsl Poccuiickoii ®Pepeparuu, pe3yJabTaTbl OCYIIECTBJIEHUS OILEHKU
6e30MacHOCTH KPUTHIECKOU HH(POPMAIIMOHHON HHPPACTPYKTYPHI.

CraTtbs 13. FlocypapcTBeHHbIN KOHTPOSb B obnactn obecneyeHuss 6esonacHoCcTH
3HAa4YUMbIX OO BEKTOB KPpUTU4ECKON MHPOPMaLMOHHON MHPPACTPYKTYPbI

1. TocymapcTBeHHBIH KOHTPOJIb B 00OJjlacTH oOecriedyeHHss Oe30MacHOCTH 3HAYHUMBIX
00BEKTOB KPUTHYECKON HWH(GOPMAIIMOHHOU HHMPACTPYKTYPHI HPOBOAUTCSI B IEJIAX
IIPOBEPKU co0Tr0/IeHUs CyO'beKTaMu KPUTHYECKOH UHDOPMAITMOHHO I
UHPPaCTPYKTYphl, KOTOPHIM Ha IIpaBe COOCTBEHHOCTH, apeHJbl WJIM WHOM 3aKOHHOM
OCHOBAHWYW IIPUHAJJIE}KAaT B3HAUYUMble OOBEKTHl KPUTUUECKOH WHOOPMAIMOHHOMN
UHPPaCTPYKTYpHhI, TPeOOBaHUM, YCTAHOBJIEHHBIX HacTOAIUM DeepaybHBIM 3aKOHOM U
MPUHATHIMUA B COOTBETCTBUHM C HUM HOPMATHUBHBIMU IIPABOBBIMU aKTaMHU. YKa3aHHBIN
TOCy/IapCTBEHHBIN KOHTPOJIb IPOBOJUTCA IIyTEM OCYIIECTBJIeHUs (eepasTbHbIM
OpPTraHOM WCIOJHUTEJIFHON BJIACTH, YIIOJIHOMOUEHHBIM B 0OJIaCTH o0ecredeHus
0e30macHOCTH  KPUTHUYECKOW WHQOPMANMOHHON WHPPACTPYKTYphl Poccuiickoi
denepalyu, IJIAHOBBIX UJIM BHEILJIAHOBBIX IIPOBEPOK.

2. OCHOBaHUEM JIJII OCYIIIECTBJIEHUS IJIAHOBOU IPOBEPKU SBJISIETCS HCTEYEHUE TPex
JIET CO JIHA:
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1) BHECEHUS CBeIeHUI 00 00beKTe KPUTHIECKOH NH(POPMAIMOHHON NHPPACTPYKTYPHI B
peecTp 3HAUUMBIX 00'bEKTOB KPUTHUECKON MHGOPMAITMOHHON NHPPACTPYKTYPHI;

2) OKOHYAHUS OCYIIECTBJIEHUSA IIOCIEeHEN IUIAHOBOW TPOBEPKHA B OTHOIIEHUU
3HAYUMOT'0 00BEKTA KPUTHUIECKON NHOOPMAITMOHHON HHPPACTPYKTYPHI.

3. OcHoBaHHEM JJIA OCYIIECTBJICHU A BHEIIJIAHOBOU IIPOBEPKU ABJIACTCA:

1) HucCTeYeHHe CPOKa BBINOJHEHUA CYOBEKTOM KpUTHYeCKOH WHOOPMAIMOHHON
MHQPaACTPYKTYPhl BBIJAHHOIO (e/iepaJbHbIM OPTaHOM HCIOJHUTEJIBbHOU BJIACTH,
YJIIOJJHOMOYEHHBIM B  obsylactu  obecrieueHusi  0€30IACHOCTH  KPUTHYECKOU
nHopMmanoHHo wuHPpacTpykTypbl Poccuiickoit ®eneparum, npeanucaHus o6
yCTPAaHEHUU BBISBJIEHHOTO HapyIlIeHUs TpeOOBaHUU MO obecreyeHUI0 6e30IMacHOCTH
3HAYUMBIX 00HEKTOB KPUTHUYECKOU MH(POPMAITMOHHOU HH(PPACTPYKTYPHI;

2) BO3HUKHOBEHHE KOMIBIOTEDHOTO WHIIWJIEHTA, IIOBJIEKIIEr0 HeraTUBHbBIE
IIOCJIeICTB U, Ha  3HAYUMOM  OOBEKTe  KPUTHUUECKOU MHPOPMAITMOHHOU

MHQPaCTPYKTYPHI;

3) mpuka3 (pacmopsbkeHUe) pyKoOBoAuTessl (efepasibHOTO OpraHa HCIOJIHUTEIbHOU
BJIACTH, YIIOJTHOMOUEHHOTO B o00OJiacTu obecrnedyeHuss 0e30MACHOCTH KPUTUUECKOU
nHopMmanmoHHo uH@pacTpyktypsl Poccuiickoii ®expepanuu, U3JAaHHBIA B
cooTBeTcTBUU ¢ nopydyeHnueMm llpesuzmenta  Poccuiickoni  ®epepanuum  mwin
[TpaBurenberBa Poccuiickoit @eneparuu JinO0 Ha OCHOBAaHUU TpeOOBaHUSA IMPOKypopa
00 OCyIIecTBJIEHHH BHEIUIAHOBOU IIPOBEPKM B paMKax IIPOBEJIEHUs Ha/A30pa 3a
HCIIOJIHEHUWEM 3aKOHOB II0 IOCTYNHBIINM B OpraHbl IPOKypaTypbl MaTepuajiaM H
obOpaleHusIM.

4. llo wuToraM IUIAHOBOM WJIM BHENJIAHOBOU IMPOBepPKU (peJlepasibHBIM OPraHOM
VICTIOJIHUTEJIbHON BJIACTH, YIIOJITHOMOUYEHHBIM B 00sacTH obecnedeHUs 0e30I1acHOCTU
KpuTHU4yecko uHOpManuoHHON  uH@pacTpykTypsl Poccuiickoit  ®enepanuu,
COCTaBJIsIETCS AKT IPOBEPKU 110 YTBEPKAEHHOU YKa3aHHBIM OpraHoM dopme.

5. Ha ocHOBaHMHM akTa NPOBEPKU B CJIy4yae BBIABJIEHUs HapylleHUs TpeOOBaHUU
Hacrosmero ®esepasbHOr0 3aKOHA U MPUHATHIX B COOTBETCTBUU C HUIM HOPMATHUBHBIX
IIPABOBBIX AKTOB IO O0ecreyeHUI0 0e30MacHOCTH 3HAUYMMBIX OOBEKTOB KPUTHUYECKOU
“HOPMAIMOHHON MHPPacTPYKTYphl defepajbHbIil OpraH HUCIOJHUTEJIBHON BJIACTH,
VIOJTHOMOUEHHBIE B obslactu  oOecriedeHUs  0€30MACHOCTH  KPUTHUYECKOU
nHpopMaIoHHOW WHOPaACTPYKTYyphl Poccutickor ®ezepanuu, BbIJAET CyOBEKTY
KpUTHUUECKON WHMOPMAIIUOHHON WHQPACTPYKTYpbl MpeanucaHue o0 ycTpaHeHUU
BBISIBJIEHHOT'O HAPYIIEHUS ¢ YKa3aHUEM CPOKOB €0 YCTPaHEHU .

CraTtbs 14. OTBETCTBEHHOCTb 3a HapyLleHue Tpe6oBaHMN HAaCcTOSALLEro
degepanbHOro 3aKkoHa ¥ NPUHATLIX B COOTBETCTBMU C HUM UHbIX HOPMaTUBHbIX
npaBoOBbIX aKTOB

Hapymenue tpeboBaHuil Hacrosimero @eziepaJbHOTO B3aKOHA W MPUHATBIX B
COOTBETCTBHUHN C HHM HWHBIX HOPMATHUBHBIX IIPABOBBIX Q4KTOB BJI€EUHET 3a CO60fI
OTBETCTBEHHOCTH B COOTBETCTBUM C 3aKOHO/IaTEILCTBOM Poccuiickoit ®eneparuu.

Cratbsa 15. BctynneHune B cuny Hactosiwero degepanbHOro 3akoHa
HaCTO}IHII/Iﬁ (De]_'l;epaJ'IbeIﬁ 3aKOH BCTYIIA€T B CUJIYy C 1 AHBApA 20 18 roaa.



IIpesuneHT
Poccutickoit ®enepanuu
B.Ilyrun

Mocksa, Kpemib
26 Hr0JIA 2017 TOAA

No 187-03

© Martepuan 13 CnpaBoyHomn cuctembl «ObpasoBaHme»
vip.1lobraz.ru
[ata konnpoeanus: 11.11.2018



	О безопасности критической информационной инфраструктуры Российской Федерации

