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O HanpaB/sieHuUn NHGOPMAIUU

JlenapTaMeHT TOCyZJapCTBEHHOH TOJUTUKU B cdepe obmero obpa3oBaHUsA
MwunobOpHayku Poccum HampapisieT AjA CBefleHHs pa3paboTaHHble BpemeHHOI
komuccueii CoBera ®enepanuu 10 pa3BUTUIO HUHOOPMAIMOHHOIO OOIecTBa
MEeTOJAVYECKHEe DPEKOMEHJAIMU O pa3MelleHUH Ha WHQOPMAIUWOHHBIX CTEHIaX
oUIUATBbHBIX  WHTEDHET-CAWTax U r'MX  MHQPOPMAIIMOHHBIX ecypcax

O6[LL€O6[2&30B3T€JII)HI)IX O[)FHHI/IBallI/Iﬁ U OpraHOB, OCYIIECTBJIAIOMINX VIIDABJIEHHE B
cq)e[ze 06[28.30BaHI/IH, HHS])O[!M&H,I/II/I 0 6e3oIacHOM IIOBEJCHNHN W HMCIIOJIb3OBAHUHM CETU

'MuTepHet".

Hupekrop [Jemapramenra
A.E.IleTpos
IIpuinoxenue

IMpunoxenre. MeToanyecKkre peKOMEHIal[iK O pa3MellleHH Ha HHPOPMAITHOHHBIX
cTeHzax, oQUIHATbHBIX HHTEPHET-CAWTaX 1 APYTUX HHOOPMAIIMOHHBIX pecypcax
00111e00pa30BaTeIbHBIX OPTaHU3AIMI 1 OPTaHOB, OCYIIECTBJISIOIINX YIIPABIEHNE B
cdepe obpazoBanus, HHGOPMAIUK 0 6€30IIaCHOM IMOBEAEHUH U UCIIOJIb30BAHUH CETH
"NHTepHer"1

JKkcunepraMu U wieHamMu BpemenHoit komwuccuu CoBera defeparuy 10 Pa3sBUTHIO
MHOOPMAIIHOHHOIO 00IIeCTBAa B PaMKaX BBIITOJIHEHHs PEKOMEHAALMI ITapJIaMeHTCKUX
CAyLIaHUH "AKTyaJbHbBIE BOIPOCHI obeciieueHHsl 0e30IacHOCTH W Pa3BUTHA JETEH B
“HOOPMAIMOHHOM IpocTpaHcTBe”, Kotophle mpouutd B Copere demepanuu 17 anpess
2017 TI., ObUIM pa3paboTaHbl METOAUYECKHE PEKOMEHJAIMM O pa3MelleHHH Ha
MHQOPMAIIMOHHBIX  CTeHAAaX, OQHUIHAJbHBIX  HHTEpPHET-calTax ©W  JAPYIHuX
MHOPMAIIHOHHBIX pecypcax o001eo0pa3oBaTeIbHBIX OpPraHU3aldii #  OpPraHoB,
OCYIIECTBJISIONINX yIpaBjeHne B cdepe obpaszoBanus, nHpopMaiuu o 6e30I1acHOM
IIOBEJAEHUU M HCIOJb30BaHUU ceTtu 'HTepHeT' (masee - MeTOJMYECKUE
PEeKOMeH 1Al N ).

Meronnueckre peKOMEHJAIMY HANpaBJIeHbl HA KayeCTBEHHOE IOBBIIIEHUE YPOBHS
UH(POPMAIMOHHON JIeSTEIBHOCTH 00Ie00pa30BaTeIbHbIX OpraHU3alMid U OPTaHOB,
OCYIIIECTBJISIIONINX yIpaBjieHHe B cdepe obOpa3oBaHUs, B YaCTH WHGOPMHUPOBAHUS
yUaIuxcs, UX pojiuTesel (3aKOHHBIX IIPEJICTABUTEJIEN) U MearornyeckKux pabOTHUKOB
00 OCHOBHBIX acIleKTax HH(POPMAIMOHHON 6€30ITaCHOCTH.

MeToanyeckre peKOMeHJAlUuU I03BOJIAT 0011e00pa3oBaTeIbHbIM OpPraHU3alUuAM U
OopraHaM, OCYIIeCTBJIAIOIINM yIpaBjeHue B chepe 06pa3oBaHus, aKTyaTU3UPOBATD YiKe
HCIIOJIb3yeMble U pa3MellleHHble MHGOPMAIlMOHHBIe MaTePUAJIbI, TAK U MOJITOTOBUTD UX
B CJIy4yae UX OTCYTCTBHUSA C yUeTOM JIyUIINX IPAKTUK U PeKOMeH/Ialuii.

B pamkax MeToiYecKUX peKOMeH Al pacCMaTPUBAIOTCA CJIEAYIONE UHCTPYMEHTHI:
1. ”HQOPMAIMOHHbBIE CTEH/bI;

2. odunnagbHble HHTEPHET-PECYPCHI;
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3. cpezictBa MaccoBoU MH@OpMaIuu (IIIKOJIbHBIE Ta3€eThl, Ie/larOTUYeCKue U3JaHusA U
Apyrue).

NHdopMaLMOHHbIE CTEHbI

Ha wundopmanmuoHHBIX cTeHZax B  00Ie0Opa3oBaTeNbHBIX  OpPraHU3AIU X,
PACIIOJIOKEHHBIX B (oe yupekJIeHU U B KaOWHEeTaX, OCHAIEHHBIX MEPCOHATbHBIMU
yCTpoHCTBaMHM /i1 BBIXOAA B ceTh HTepHeT", pEeKOMEeHJlyeTcsi pPa3MeCTHUTh
“HDOpMAIIMOHHbIE TAMATKH, COJiep:Kalllieé OCHOBHBIE COBETHI II0 0ObecleueHuro
MHPOPMAIMOHHOU 6€30TIaCHOCTH YYaIINXCS.

B IIPpUJIOKEHN N N9 1 ¥k MEeTOINYECKUM PEKOMEHAANTNAM IIPpEACTaBICH O6p&3€l_[ IIaMATKHN
JJIA pa3MENIEHNA Ha I/IH(bOpMaI_II/IOHHI)IX CTeHaax.

CpenctBa maccoBou nHgpopmaumm

B cpexncrBax maccoBoil uWHGpOpPMAIMM, OPHUEHTHPOBAHHBIX HA O00yJaroIIUXcs,
PEKOMEH/IyeTCs B TeUeHUe YueOHOTO Tofja PEeTyyIsApHO IMyOInKoBaTh HHGOPMAIUOHHBIE
MaTepPHAaJIbI, TIOCBSIIEHHBIE OTAEIBHBIM aclieKTaM WHPOPMAIMOHHON 0e301macHOCTH, a
TaK’Ke Pa3INYHbIE MAMATKHU 00IIero XxapakTepa.

B cpeacrBax wmaccoBodl wuWHpOpMAIUM, OPHUEHTUPOBAHHBIX Ha I1€JarOTHYECKYIO
00IIleCTBEHHOCTh, PEKOMEHJyeTCsl B TeUeHHWe KaJIeHJJAPDHOTO Toja PEeryJsapHO
my06sIMKoBaTh MHGOPMAIMOHHBIE MaTepHUaJIbl, TOCBAIIEHHBIE OTAEJIBHBIM acIleKTaM
MHDOPMAIIMOHHOU Oe30IMmacHOCTH KakK HECOBEPIIIEHHOJIETHHX, TaK u
001ieo0pa3oBaTeIbHBIX OpPTaHU3AIUH, a TakK)Ke pas3jIndHble MaMATKA, 0030phI
HOPMATHUBHO-IIPABOBOTO  PETYJIMPOBAaHUSA JIaHHOH cdepbl ©u UHPOPMAIUI O
aKTyaJIbHBIX MEPOIPUATHUAX U COOBITUSAX B JAHHOU cdepe.

B xome mnposenenuss EmguHoro ypoka 1o Oe3omacHocT B cetu 'VHTepHeET"
pPEKOMEH/IyeTCsI O00ECIeYnTh BBIMYCK TEMAaTUUYEeCKOTO BBIMTyCKa CPEACTBA MacCCOBOK
nHbOpMAaIuU U060 cepuH IMyOIUKAIIUH, CPEIN KOTOPhIX PACCMOTPETh OPraHU30BaHHbBIE
MEpPOIPUATUS /I OOyJaolUXcsi, UX poauTesed (3aKOHHBIX IIpeICTaBUTENEH) U
Ie/[aTOTUYECKOU 0OIIeCTBEHHOCTH.

OdpmuymnansHble IHTepHeT-pecypcChl

OO611e00pa30BaTebHBIM OPraHU3ANMNAM PEKOMEHAYETCS HA CBOUX O(UIIMAIBHBIX
HHTrepHeT-pecypcax  obecrieduTh  (GYHKIMOHUPOBAaHUE  CAMOCTOSATEJIBHOTO |
CIenuaJu3upOBaHHOTO paszzaena HMHdpopManuoHHass 0e30macHOCTh', B paMKax
KOTOPOTO IIPEAYCMOTPETh Pa3MellleHHe CIIeYIoIIed nHGOPMAaIlUH:

®dopmar
N Paznen/monpaznen Npe/ICTaBJICHUS Conepxanue MaTepuaioB
MaTepHaJioB

JlokanbHBIE Pa3Meniarorcss KOMUU TOKYMEHTOB, T.€.
1 HOPMAaTUBHbIC aKThl B | Komum JOKYMEHTOB B | CKAHMPOBAHHBIH BapuHaHT JOKyMEHTa,
" | chepe  obecneueHus dopmare *PDF COOTBETCTBYIOIIUNA  TpeOOBaHUSM K

nHGOPMAIIMOHHOM napameTpam CKaHUPOBAHUSI.

0€30I1acCHOCTH Pasmenarorcs JOKYMEHTBI,
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oOyyaromuxcs pErIaMEeHTHPYIOUINE OPTaHU3alUI0 |
paboTy ¢ TEepCOHAIbHBIMU JIAHHBIMH,
TUTaHBI MEPOTIPUSATHIA N0 0OECTIEYCHHUIO
UH(POPMALIMOHHOM 0e301acHOCTH
00yJaronmxcs u Apyrue.

[1yOnuKyrOTCSl aKTyaabHbIE CBEICHUS O
denepanbHbIX u PETHOHAIIBHBIX
3aKOHaX, MUChbMax OpPraHOB BJACTU H

apyrue HOPMAaTUBHO-TIPAaBOBBIE
JIOKYMEHTHI, peraamMeHTHpYoLIne
2 Hopmartusnoe Konun noxymeHtoB B | obecrieueHue MH(POPMaITMOHHOMN
" | perynupoBaHue dbopmare *PDF 0€30MaCHOCTH  HECOBEPIIICHHOJIETHUX.
Homnyckaercs BMECTO KOTIHiA
pa3mMenaTh TUIEPCCHUIKU Ha
COOTBETCTBYIOILIME  JOKYMEHTHl  Ha
calTax OpraHoB TIOCYJapCTBEHHOH
BJIACTH.
Pa3smemarorcs METOIUYECKUE
Texkct Ha cTpaHHIE | PCKOMEHIANNN u YKa3bIBaeTCs
Ienarormiecki caiita uH(popManus 0 MEPOTIPUITHSIX,
3. MIPOEKTax u nmporpammax,
paboTHHKaM Konun noxkymeHTOB B | Ham
PaBIIEHHBIX Ha MOBBIIICHHUE
¢popmare *PDF UH(OPMALIMOHHOM IPaMOTHOCTU

neaarorutdeCKux pa6OTHI/IKOB.

Pa3memaercs uH(bOpMallMOHHAS
namaTka (mpuinoxkeHue Ne  2) w
Ka3bIBAETCS uHpopManus 0
Texkct Ha cTpaHule Y bop
4. | OGyyaromumcs caiita MEPOIPUATHSIX, pOEeKTax u
porpaMmax, HalpaBlIEHHBIX  Ha
MOBBILICHHE UHPOPMaITMOHHOI
rPaMOTHOCTH OOYYaIOIINXCS.
Ponurensim (3aKOHHBIM
Texct Ha crpanune | Pazmemiaercs uH(bOpMaIlMOHHAS
5. | mpencTaBuTENAM) .
caiita namsTka (npuioxkenne Ne 3).

oOyuaronuxcs

Pa3memniaercs uHpopMmaIus 0
PEKOMEHIyEMBIX K HCIIOJb30BaHUIO B
yueOHOM rporecce 0e301aCcHBIX
caiitax, OaHHEpHI 0€30MaCHBIX JETCKUX
CalToB.

Hlerckne Oe3omacHble | TekcT Ha  cTpaHUIE
CaMTHI caurta

Opranawm, OCyIIeCTBJIAIOIINM yIpaBjeHre B cdepe oOpa3oBaHUsA, PEKOMEHIyeTCs Ha
cBoux odunuambHbIx  VHTEpHET-pecypcax  obecneyuTh  (QYHKIMOHUPOBAHUE
CAMOCTOATEJIBHOTO W CHENUAIN3UPOBAHHOTO  paszzena  "VHbopmarnumoHHas
6e30macHOCTh', B paMKaX KOTOPOro IIPelyCMOTPETh pa3MellleHne CJeayolen
nHpoOpManuu:
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IIpunoxenue N2 1

[Tpunoxkenue 1. [lamaTka g1 obyvaomuxcs 06 nHGOPMAITMOHHON 6€3011acHOCTH
zereit
HEJ/Ib341

1. Bcem moaps cooOIiaTh CBOO YacTHYI0 WHopManuoo (Hactosmue uMs, (paMuinio,
tesieOH, aApec, HOMeP IIKOJIbI, a TaKKe poTtorpaduu CBOHU, CBOEH ceMbH U APYy3ei);

2. OTKpBIBATh BJIOKEHHBIE (palJIBl 3JEKTPOHHOM IIOYTHI, KOTJla He 3Haelllb
OTIIpABUTEJIS;

3. ['pybuTsh, IpuaUpaThCA, OKA3bIBATh AABJIEHUE - BECTU €051 HEBEKIIUBO U aTPECCUBHO;

4. He pacmopsokaiicsi JeHpbraMu TBOeU ceMbu 0e3 paspelleHHs CTapIIuX - BCErza
CIIpaIIuBall pOANTEJIEN;

5. He BcTpeuaiics ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HHU - IIOCOBETYHCH CO
B3POCJIBIM, KOTOPOMY /I0BEPSI€lllb.

OCTOPOXKHO

1. He Bce mumyT nmpaBay. Uutaemsb o cebe Henpaay B MIHTepHeTe - coobiu 06 3ToM
CBOUM POJIUTEJISIM WJIA OTIEKYHAM;

2. [IpuryamaroT IepenuchiBaThCs, UTPATh, 0OMEHUBATHCS - IIPOBEPD, HET JIN TIO/IBOXA;
3. HezakonHoe konrmpoBaHue ¢aiiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerpa pacckasbiBail B3pOCJIBIM O IpobJieMax B CETH - OHH BCET/Ia IIOMOTYT;

5. HCHOJ’IBSYﬁ HaCTpOfIKPI 06e30MacHOCTH U IIPUBATHOCTH, 4TOOBI HE II0TEPATH CBOU
AKKAYHTBI B COIICETAX U JPYTUX ITIOPTaIaXx.

MOXKHO

1. YBakall Ipyrux IoJIb30BaTese;

2. [Tosp3yenibess UHTEPHET-UCTOUHUKOM - JleJIall CChIIIKY Ha HETO;
3. OTKpBIBall TOJIBKO T€ CChUIKH, B KOTOPBIX YBEPEH;

4. O0maThCA 3a TOMOIIBI0 B3POCJIBIM - POJUTENH, OIIEKYHBI U a/[]MHHUCTPAIUS CAaHTOB
BCer/ia IIOMOTYT;

5. Ilpoiimu oOyueHue Ha cadte "CeTeBHYOK' H TOJYYM TMACIOPT IH(GPOBOTO
rpakgaHuHal

IIpunoxenue N 2

[Tpunoxkenwue 2. THGOpManuoOHHASA TaMATKA JIJIs1 00yJaroNUXCs A1 pa3MelleHus Ha
odUIIATbHBIX MHTEPHET-PECypCax

C KaXXIpIM TOZIOM MOJIOZIE’KU B MHTEPHETE CTAHOBUTCS OOJIbIINE, a MIIKOJIbHUKU OJTHU U3
caMbIX aKTHBHBIX MOJIb30BaTe el PyHera. Mexxay TeM, HIOMHMO OTPOMHOTO KOJTMUECTBA
BO3MOJKHOCTEHN, WHTEPHET HeceT W IpoOJeMbl. DTa MaMATKA JO0JDKHA IOMOYb Tebe
0€e3011aCHO HAXOUTHCS B CETH.



KoMmnbsroTepHble BUPYyChI

KommbioTepHBINI  BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpaMM,
OTJIMUUTETBHOU OCOOEHHOCTHI0O KOTOPOU fABJISAETCA CIIOCOOHOCTh K pPa3MHOKeHUI0. B
JIONIOJTHEHNE K 3TOMY, BHPYCHI MOTYT IIOBPEIUTH WJIM IOJHOCTHIO YHUUTOXKUTH BCE
daiiyipl W JaHHBIE, MOJAKOHTPOJIBbHBIE II0JIb30BATENI0, OT HMEHH KOTOPOTO ObLia
3alyIeHa 3apa)keHHas MOporpaMMa, a TaKiKe IOBPEAUTh WU Ja)Ke YHUUTOXKUTH
OTIEpPAIlMOHHYI0 CHCTEMY cO BceMH (aillaMu B I[eJIOM. B OOJIBIIMHCTBE CJIydaeB
PacIpOCTPAHAIOTCSA BUPYCHI Uepe3 UHTEPHET.

MeTo/ibI 3alIUTHI OT BPEIOHOCHBIX ITPOTPAMM:

1. HCHOJII)?»YIL/,I COBpPEMEHHbBIE OIl€palliOHHbIE€ CHCTEMbI, UMEIOIIIE Cepbe3HBIﬁ YPOBEHD
3alIUThI OT BPEAOHOCHBIX IIPOTrpaMM;

2. IlocTrossHHO ycTaHaBiauBail mautu (IU¢poBbIe 3aIIaTKU, KOTOPhIE aBTOMATHYECKU
yCTAaHABJIUBAIOTCS C IEJIbI0 JOpPaOOTKU IPOTPAaMMBbI) W JIpyTHe OOHOBJIEHHS CBOEU
omepanuoHHOU cucTeMbl. CKaunBall UX TOJIBKO C OPUIIMAIIFHOTO caliTa pa3paboTuynKa
OC. Ecnu cymiecTByeT pexXUM aBTOMAaTHYECKOTO 0OHOBJIEHU S, BKIIIOUHU €T0;

3. Paboraii Ha cBOEM KOMIIbIOTEDE IIO/ IIpaBaMM I10JIb30BATEJIA, 4 HE aAMHUHHNCTPATOPA.
ITO HE IO3BOJIUT 6OJII)IIII/IHCTBy BPEAOHOCHBIX IIPOTrpaMM HHCTAJUINPOBATBCA HAa TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. Vcionb3yit aHTUBUPYCHBIE POTPaMMHBIE ITPOTyKTHI H3BECTHHIX ITPOU3BOJIUTEIEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. OrpaHnub PU3NUECKUU JOCTYI K KOMITBIOTEPY JIJIs1 TOCTOPOHHUX JIHIT;

6. criosip3yii BHEITHHE HOCUTEIU WHPOpMAINU, TaKue Kak Jielka, TUCK WiIn da
13 UHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HUCTOYHUKOB,

7. He oTKpbIBalli KOMIIbIOTEPHBIE (hAMIbI, IOJyYeHHbIE U3 HEHAEKHBIX MCTOYHHKOB.
Jaske Te (aiiyibl, KOTOPhIE MPUCJIAJI TBOM 3HAKOMBIH. JIyullle YTOYHH Y HETO, OTIIPABJIAI
JIU OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BUj Nepefjaum JIaHHBIX, HE TEXHOJIOTHA, a BCETO JIMIIL OpeH/, MapKa.
Eme B 1991 romy HujepsaHjackas KoMnaHus 3aperucrpuponasna 6peny "WECA", uro
obozHauano cimoBocoueranue Wireless Fidelity", koTopsiii mepeBoguUTCSA Kak
"GecrpoBOHASI TOUHOCTH '

Jlo Hamlero BpeMeHHU /JolIa Apyras ab0peBuaTypa, KOTOpas SBJISETCS TAKOU Ke

TexHosorue. Ato abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHme OBLUIO JAHO ¢ HAMEKOM Ha

CTaHAAPT BbICIIEd 3BYKOBOW TexHwku Hi-Fi, uro B mepeBoze o3Hauaer "BBICOKAS
"

TOYHOCTD".

Jla, OGecIuiaTHBIM MHTEPHET-AOCTYII B Kade, OTelsAX U a3pONOPTax ABJIAETCA OTIMYHON
BO3MOKHOCTBHIO BBIXO/Ia B UHTepHeT. HO MHOrme 3KCHEPThI CYWTAIOT, YTO
obmenocrymabie Wi-Fi ceTu He ABIAIOTCA 0€30MMaCcHBIMU.

CoBeTbl 10 6€30ITaCHOCTU pabOTHI B 00IIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepemaBaii cBoio JjinuHyio uHpoOpMaluio depe3 obuienoctymnHble Wi-Fi cern.
Paboras B HUX, KeJIaTeJIbHO He BBOJUTH NAPOJIU JOCTYTa, JIOTUHBI U KaKHe-TO HOMePa;



2. Mcnosip3yit 1 OOHOBJIAM aHTUBUPYCHBIE ITPOTPAMMBI U OpaHAMayep. TeM caMbIM ThI
obezomnacuIib cebs OT 3aKaYKH BUPyca Ha TBOE YCTPOKCTBO;

3. IIpu wucnonp3oBanun Wi-Fi otkioun dynknuio "OOmuit mgoctyn k daitylam u
npuHTepam'. JlaHHasa QYHKOUA 3aKpbliTa IO YMOJIYAaHUIO, OJHAKO HEKOTOPBIE
II0JIb30BATEIN aKTUBUPYIOT €€ I y/I00CTBa UCIIOIb30BaHUA B paboTe miin yuebe;

4. He ucrionpayd nyosauuabsii WI-FI g mepemaun JIMYHBIX JAHHBIX, HAIIPUMEDP JJIA
BBIXO/Ia B COLIMAJIbHbBIE CETU UJIU B JIEKTPOHHYIO I10YTY;

5. Ucnonb3yl Tospko 3amuiieHHoe coequHeHne yepe3 HTTPS, a ue HTTP, Tt.e. ipu
Habope BeO-azpeca BBou UMeHHO "https://";

6. B woOwibHOM TenedoHe otkaoun ¢yHknuio [logkimouenue k- Wi-Fi
aBTomMaTnuecku'. He /1omyckail aBTOMaTHYECKOTO MOAKIIOUEHHs YCTPOHUCTBA K CETSAM
Wi-Fi 6e3 TBoero corsiacusi.

ConuajibHbBIE CeTH

COIII/IaJII)HI)Ie CETHU aKTHBHO BXOJAT B HAIlly *KM3Hb, MHOT'HE JIIOAU pa60Ta10T U KHUBYT
TaM IIOCTOAHHO, a B Facebook YXKe 3aperuCTpupoBaH MUJJIMapA 4€JIOBEK, UTO ABJIAECTCA
OI[HOIL/'I CeﬂbMOﬁ BCEX JKHMTeJIeH IJIaHeThl. MHOrHe I0JIb30BaTeId He IIOHUMAarT, 4TO
I/IH(bOpMaIII/IH, pasMeE€lmieHHad HMMHKH B COIOUAJIbHBIX CETAX, MOZKET OBITH HafIHEHa u
HCIIOJIb30BaHA KEM YyIrOJHO, B TOM YHCJI€ HE 00s13aTeIbHO ¢ OJIarUMH HaMepeHUusAMU.

OCHOBHBIE COBETHI 110 OE30I1aCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuYb CIHUCOK Jpy3ed. Y TeOs B APY3bsIX HE JOJIKHO OBITh CIyYaWHBIX U
HE3HAKOMBIX JIIOJIEN;

2. 3amuiai CBOI YaCTHYIO KU3Hb. He ykaswiBail maposiv, TesedoHbI, ajipeca, JaTy
TBOEr0 PpOXKJIEHHs W JIPYTyI0 JIMYHYI0 WHQOpMANUK. 3JIOYMBIIIIEHHUKA MOTYT
HCIIOJIP30BaTh Jlaske WH(OPMAIIUI0 O TOM, KaK Thl WU TBOW POJUTENH IUIAHUPYETE
IIPOBECTU KAHUKYJIbI;

3. 3anuinai CBOI PEIyTaIuIo - IEPKU €€ B UHCTOTE U 3ajjaBaiil cebe BOIIPOC: XOTeJT ObI
TBI, YTOOBI JPyTHE MI0JIH30BATEIU BUIEJIH, UTO ThI 3arpy:Kkaenisb? [logymaii, npexae yem
YTO-TO OIyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecsin THI TOBOPUIIB C JIIOJIBMU, KOTOPBIX He 3Haelllb, He UCIIOJIb3yH CBOe peayibHOe
UM U IPYTYIO JINYHYI0 MHGOPMAIIN: UM, MECTO KUTEJIbCTBA, MECTO YUeObI U IIPOYEE;

5. N36eraii pazmemenus ¢otorpaduii B IHTEpHETE, /i€ THl N300pakeH HAa MECTHOCTH,
10 KOTOPOH MOKHO OIIPEJIEJIUTH TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpanuu B COIMAILHON ceTH HEOOXOIMMO HUCII0JIHb30BAaTh CJI0KHBIE TIApOJIH,
cocrosimye u3 OyKB U Udp U ¢ KOJTMIECTBOM 3HAKOB HE MeHee 8;

7. A1 CONMAIbHON CETH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO HCIIOJIb30BATh Pa3HbIE
naposu. Toraa ecsu TeOs1 B3JIOMAIOT, TO 3JIOYMBIIIEHHUKH TOJIYYaT JOCTYI TOJIBKO K
OJIHOMY MeCTy, a He BO BCe cpasy.

AJIEeKTPOHHBbIE IEHbI'!

OJIeKTPOHHbIE JIEHBTU - 3TO OUeHb YZOOHBIN croco0 mjaTekell, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT IOJIyYUThb 3T JIEHbI'H.



JJIEKTPOHHBIE JIEHbI'M MOSBUJINCH COBCEM HEIABHO W MMEHHO M3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax J0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccum ke oHM (YHKIMOHHPYIOT U O HUX YK€ IPOIHCAHO B 3aKOHe, IJe HX
Pas/iesIAI0T Ha HECKOJIBKO BUJIOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3zHUIla B TOM, UTO
AaHOHHMMHBIE - 9TO Te, B KOTOPBIX paspeliaercs IIPOBOAUTH omepanuu 06e3
UJIeHTUUKAIUN TI0JIb30BaTe/IA, & B HEAHOHUMHBIX WUAEHTU(GUKAIUA I10JIH30BaTENIs
ABJIAETCS 00A3aTeIbHOM.

Takke cienyer pa3anyarh 3J€KTPOHHbIE (UaTHBIE JIEHBI'M (PaBHBI TOCY/IaPCTBEHHBIM
BJIIOTaM) U 5JIEKTPOHHBIE He(pUATHBIE IEHbI'U (He PaBHBI TOCY/IaPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI O Oe30MacHON PaboTe ¢ JIEKTPOHHBIMH JIEHbIaMU:

1. [IpuBsku K cueTy MOOWIbHBIN TesieOH. ATO caMbIil YAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAaHOBUTb JIOCTYI K cueTy. [IpuBsA3aHHbBIA TeleOH MOMOKET, €CIU 3a0yAelh CBOU
IIaTEXHBIW apOJIb UJIU 3ai/ielllb Ha CAaWUT C HE3HAKOMOTO YCTPOUCTBA;

2. VMcnosp3y# ofiHOpa3oBbie maposu. [lociie mepexosa Ha yCHJIEHHYIO aBTOPHU3AIUIO
Tebe yke He Oy/IeT yrpoKaTh OMAaCHOCTH KPAyKH MJIH IepexBaTa IJIATEKHOTO apoJis;

3. BeiOepu cioxkHbIN maposb. [IpecTymHHMKaM Oy/ieT He MPOCTO yrafaTh CJIOXKHBIN
napoJsib. HajieskHbple maposiu - 3TO MapoJjiyd, KOTOPhIE COAEPKAaT HE MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOYHBIE W IMPONHUCHBIE OYKBBI, IIUMPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK JIoJutapa, GyHTa, BOCKJINIATETbHBIA 3HaK U T.11. Hampumep, $tRong!;;

4. He BBOZIM CBOU JIMYHBIE TaHHBIE HA CAUTaX, KOTOPHIM HE JJOBEPSIEIIb.
AJIEeKTPOHHAA MOYTa

AJIeKTPOHHASA MOUTA - 3TO TEXHOJIOTHS U MPENOCTABJIIEMbIE €10 YCJIYTH 10 TIEPECHIIKE U
MTOJIyYeHUI0 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbhIE PacIpeesssioTCs B KOMIIBIOTEPHOM
cetd. OOBIYHO BJIEKTPOHHBIN IIOYTOBBIA SIMUK BBITJIAAUT CJIEYIONTAM 00pa3oM:
HUMsI_0JIb30BaTEIsI@UMs_JIoMeHa. Tak:ke KpoMme Iepeilayy MPOCTOTO TEKCTA, MMEETCsI
BO3MOKHOCTH ITepeiaBaTh (aiibl.

OCHOBHBIE COBETHI 10 OE30MacHON pPaboTe ¢ IIEKTPOHHOM ITOYTOM:

1. Hapo BBIOpaTh MpaBUJIBHBINA ITIOYTOBBIN CEpBUC. B HHTEpHETE €CTh OrPOMHBIA BBIOOD
OecIUIaTHBIX IMOYTOBBIX CEPBHUCOB, OJIHAKO JIYYIIIE JOBEPATHh TEM, KOTO 3HAEIIb U KTO
IIEPBbIN B PEUTHHTE;

2. He ykaspiBail B INYHOU MOYTe JUYHYI0 HHPopManuoo. Hanpumep, jsydiine BbIOpaTh
"My3bIKaJIbHBIN_(paHaT@" win "pok2013" BMecTO "Tema1s";

3. Mcnosib3y#l ABYX3TAMTHYI0 aBTOPHU3AIUI0. DTO KOTZ[a TOMHMO MapOoJisi HY?KHO BBOJIUTD
KO/JI, IpuchlIaeMbId 1o SMS;

4. Bpibepu cyIOKHBIA maposib. I KaXKAOr0 MOYTOBOTO SIUKA JIOJDKEH OBITH CBOU
HaJIe>KHBIU, YCTOMUUBBIN K B3JIOMY [1apOJIb;

5. Eciu ecTh BO3MOKHOCTH HaIMCAaTh CaMOMY CBOM JIMYHBIA BOIIPOC, MCIIOJIB3YH 3TY
BO3MO’KHOCTb;



6. Hcronb3yil HECKOJBKO IOYTOBBIX SANIUKOB. [lepBBIN /111 YaCTHOW MEPENUCKU C
azipecaTamu, KOTOPBIM ThI IOBEPSEIIb. ITO BJIEKTPOHHBIN aJipec He HAJZ[0 MCII0JIb30BaTh
IIpU peructpanuu Ha GpopyMmax U cauTax;

7. He oTKpbIBail (pailibl U APyTUe BJIOKEHHS B MHUChMaX, JayKe €CJIM OHU IIPUIILIN OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 3TH (DarIbl;

8. Ilocse oxkoHuaHHWsA pabOTHI HA IMOYTOBOM CEPBHCE TEepef] 3aKPBITUEM BKJIAJKU C
caiitoMm He 3a0y/1b HaXKaTh HA "BeritTr".

Ku6epOy/L/IMHT WU BUPTYaJbHOE U3/1€BATEIHCTBO

KubepOy/utMHT - IIpecjieiloOBaHUE COOOIIEHUSIMU, COJAEPIKAIUMHA OCKOpOJIEeHUS,
arpeccuo, 3alyTMBaHHeE; XyJIMTAHCTBO; COIMAIIbHOE OOMKOTHPOBAHWE C ITOMOIIBIO
Pa3JINYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPBHOE ¢ KNOEPOYJTUHTOM

1. He Gpocaiica B 6oii. Jlyumuii ciocob: IOcOBeTOBaThCs Kak cebsi BECTU U, €CJTH HET
TOT'0, K KOMY MOYKHO 00pPaTUThCSA, TO BHAUaJIe YCIIOKOUThCs. Ec/iu Thl HAUHEIIh OTBEYaTh
0CKOpOJIEHUSIMU Ha OCKOPOJIEHUSI, TO TOJIBKO ellfe OOJIbIIE PA30XKIKEITb KOH(PIIUKT;

2. YpasJisi cBoel KubepperyTaiuen;

3. AHOHUMHOCTh B CE€TH MHHMaAs. CyIIIeCTBYIOT CII0COOBI BbIACHHUTDb, KTO CTOUT 3a
AHOHUMHBIM dKKAQYHTOM;

4. He cTouT BecTH XyJIMTAaHCKUH 00pa3 BUPTYaJIbHOU *KU3HU. IHTepHET QUKCUDYET BCe
TBOM JIEUCTBUS U COXPAHAET UX. YJAJIUTD UX OyZET KpaiiHe 3aTpyAHUTEIHHO;

5. Cobutt071a#1 CBOXO BUPTYaJIbHYIO UECTh CMOJIOAY;

6. UrHopupyh emuHUYHBIA HeraTwB. OJIHOpA30Bble OCKOPOUTEJBHBIE COOOIIEHHUS
JIydIIie iTHOPUPOBaTh. OOBIYHO arpeccus MpeKpaniaeTcs: Ha HaYaJIbHOU CTaJ{uH;

7. ban arpeccopa. B IIporpamMmmax oOMeHa MTHOBEHHBIMU COO6III€HI/IHMI/I, B COIIMAJIbHBIX
CEeTAX €CTb BO3MO>KHOCTbD 6J'IOKI/IpOBKI/I OTIIpaBKHU COO6III€HHﬁ C OIIpEAEC/TIEHHBIX aZIPECOB;

8. Ecau T cBuzerenp kubepOyyuinHra. TBOM JIEMCTBUSA: BBICTYIIUTH IIPOTHUB
Ipecjie/ioBaTessd, IIOKa3aTh €My, 4YTO ero JeWCTBUSA OILleHUBAIOTCA HeraTUBHO,
MIO/IJIEPKATH JKEPTBY, KOTOPOH Hy?KHA IICUXO0JIOTUYECKAs TTOMOIIb, COOOIIUTH B3POCIBIM
0 ¢haKTe arpecCUBHOIO IIOBEJIEHU B CETU.

Moo6wibHBIN Tes1edOoH

CoBpemenHble cMapTdOHBl U IUIAHIIETHl CcOZiep>KaT B cebe BIOJHE B3POCJIBIHN
pyHKIIMOHAJ, W Temepb OHU MOIYT KOHKYPHUPOBaTb CO CTAllMOHAPHBIMU
KoMnbloTepamu. OTHAKO, CPEJICTB 3aIUTHI JIJIA MTOA00HBIX YCTPOUCTB ITOKA OYEHD MAJIO.
TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX IIPOUCXOAUT HE TaK UHTEHCUBHO, KaK JJIf
ITK, To ke camoe KacaeTcs 1 MOOMJIbHBIX ITPHUJIOKEHUH.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl VyiKe NPAKTHYECKH JOTHAJIM HACTOJIbHBIE
aHAJIOTH, OJTHAKO paciiupenne QyHKITMOHAIA BaeveT 32 cOO0U OOJIBIIYIO CJIOKHOCTD U
MEHBIIIYIO 3aITUIIEHHOCTD.



Jlajsieko He BCe IMMPOUM3BOIUTENN BHIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIAE KPUTUIECKIUE
YS3BUMOCTH JIJISI CBOUX YCTPOKCTB.

OcHOBHBIE COBETHI 7151 6€30IaCHOCTH MOOMJILHOTO TesiepoHa:

Hwuuero He sBJIsieTcA Mo-HaAcTOsIEMY OecriaTHBIM. Byib ocTOpoXkeH, Beb Kora Tebe
IpeajiaraloT OecrylaTHBIA KOHTEHT, B HEM MOTYT OBITh CKDPBITHI KaKHe-TO ILIaTHBIE
YCJIyTH;

Hywmaii, npexje dyem orupaBuTbh SMS, ¢poTo unu Buzeo. Thl TOYHO 3HAEIIb, IJle OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoa1Mo 06HOBJIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JIJIsI MOOUJTBHBIX Te€JIE()OHOB,;

He 3arpy>1<aﬁ IIPHUJIOXKEHHA OT HEHM3BECTHOI'O MCTOYHHKA, B€Ab OHHU MOIYT COAEPXKATb
Bp€AOHOCHOE IIpOorpaMMHO€e 06ecnequI/Ie;

ITocse TOro Kak ThI BBIHJIEIIb C CAalTa, I7le BBOAWJ JIMUHYI0 HHGOpPMAIMIO, 3ai/ i1 B
HacCTpOUKHU Opaysepa u yaaau cookies;

Hepuo/:mquKH HpOBeprI, KaKHe€ IJIaTHbIE€ YCJIIYT'H aKTUBHUPOBAHBI HA TBOEM HOMEDPE;

JlaBaii cBOM HOMEP MOOMJIBHOTO TesiepOHa TOJIBKO JIIO/ISIM, KOTOPBIX ThI 3HAEIh U KOMY
Jl0Bepsielllb;

Bluetooth pomkeH OBITH BBIKJIFOUEH, KOTZIa ThI UM He IIOJIb3yellbcsd. He 3abbIBail
MHOT/Ia IIPOBEPATH 3TO.

Online urps1

COBpeMeHHbIe OHJIafIH-PIprI - O9TO KpaCO4YHbI€, 3aXBaTbIBAalOIIIWE€ pPa3BJICYCHUA,
O6’be]_II/IHHIOI_I_[I/Ie COTHH TbICAY YEJIOBEK II0 BCEMY MUDPY. I/II‘pOKI/I uccienaymor ,HaHHbeI UM
MMUp, O6II];aIOTC}I APyr C APYroOM, BBIIIOJHAIOT 3adaHUA, CpAXalOTCA C MOHCTpaMH U
IIOJIy4aroT OIIBbIT. 3a YAOBOJIBCTBHE OHH IVIATAT: IIOKYIIAIOT JAHCK, OIlJIa4YWBailoT
abOHEMEHT UJIN ano6peTa10T KaKHue-TO OIIIHUH.

Bce aTu cpezcrBa uAyT HaA TOJJep)KaHUWe U Ppa3BUTHE WUIPHl, a TakkKe Ha caMy
6e301acHOCTD: COBEPIIEHCTBYIOTCS CUCTEMbBI aBTOPU3AINY, BBIITYCKAIOTCA HOBbIE IATYU
(mudpoBeIe 3aIUIATKY 71 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B moo6HBIX Urpax CTOUT OMACAThCA HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXKH
TBOETO MapoJisi, HA KOTOPOM OCHOBAHA CHUCTEMA aBTOPU3AIUU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MMaCHOCTH TBOETO HUI'POBOTr'O aKKAyHTa:

1. Ectu ipyroit urpok BezieT cebs II0X0 WM CO3/4aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
ero B CIIICKe UTPOKOB;

2. [loxkamyiica aJMUHHCTpATOpaM WUrpbl Ha IUIOXO€ IIOBeJleHHE 3TOr0 UIPOKa,
JKeJIaTesJIbHO MPUJIOKUTH KaKhe-TO JJOKa3aTeJIbCTBa B BU/le CKDUHOB;

3. He yxa3piBaii inuHy1o uHGOpMAIMio B mpodaiise urpsi;

4. YBaxkail IpyTux y4acTHUKOB II0 UTPE;



5. He ycranaBimBai HeouIiraabHble TATIYU U MOJIBI;
6. Vlcrionb3yii c10°KHbBIE U Pa3HbIE TAPOJIH;

7. Jlaxke BO BpeMs WUTPHI HE CTOUT OTKJIIOUATh aHTUBHUpPYC. [Ioka THI WUrpaemib, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

PUuIMHT WIN Kpaxa JUIHDbIX JaHHbIX

OOBIYHOM Kpaskell JeHer U JOKYMEHTOB CEerofHs yKe HHUKOrO He YAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBIILIEHHUKH II€PEMECTHINCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMATHCA " JTIOOMMBIM'' JTEJIOM.

Tak mosBUIach HOBas yrpo3a: HHTEPHET-MOIIIEHHUYECTBA I (QUIIUHT, TJIaBHASA I€JTh
KOTOPOTO COCTOUT B TMOJIyYeHUH KOH(MHUIEHITUAIbHBIX JAaHHBIX I10JIb30BaTEIed -
JIOTMHOB ¥ mapoJieit. Ha anrnuiickom s3bike phishing yutaercs kak ¢pumuHr (ot fishing
- piOHas J10BJIs1, password - I1apoJib).

OcHOBHBIE COBETHI 10 OOPHOE ¢ QUITUHTOM:

1. CJIeI[I/I 3a CBOHUM AaKKAayHTOM. Ecau ThI Imoao3peBacilb, 4TO TBOA aHKETaA ObLIa
B3JIOMaHa, TO HeO6XOﬂI/IMO 3a6JIOKI/IpOBaTB ee nu COO6IIII/ITI) AIMHUHHCTPpaATOpaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. Hcmosnp3yih Oe3omacHble BeO-CalThl, B TOM 4YHCJIEe, WHTEPHET-Mara3suHOB U
MMOMCKOBBIX CHCTEM;

3. Mcnonp3yii ciiokHbIe U pa3Hble mapoyu. TakuMm oOpa3om, eciu TeOs B3JI0MAIOT, TO
3JIOYMBIIIUIEHHUKY TIOJIyJaT JIOCTYII TOJIBKO K OJTHOMY TBOEMY IPOMUIIIO B CETH, a HE KO
BCEM;

4. Eciiu Tebs B3JIOMaJiH, TO HeO6XO]_II/IMO npeaynpeanuTb BCEX CBONX 3HAKOMBIX, KOTOPbIE
ZLO6aB.TIeHbI y TeOsA B APYy3bAX, O TOM, 4YTO TeOsI B3JI0MAaJIk 1, BOBMOXHO, OT TBOEro
HMEHU 6YZ[6T PacCblyIaThCA CIIaM U CCbIVIKHU Ha (1)I/IIIII/IHI‘OBI>I€ CafITbI;

5. YcraHoBU HajzieskHbIN n1aposib (PIN) Ha MOOMIBHBIN TetedOH;
6. OTKJIIOUY cOXpaHeHHe ImapoJis B Opaysepe;

7. He oTkpbIBail (paiiyibl U JIpyrue BJIOKEHUS B MUCHMAX, JIA’Ke €CJIU OHU MPUILLIA OT
TBOUX ZIpy3el. JIydlille yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 5TH pantIbl.

MudposBasa penyranusa

[Mudposas peryTrarys - 5T0 HETATUBHAA WJIU MO3UTHBHASA HWHOpMANUsA B CETH O Tebe.
Kommnpomerupymwomas nHbopMarus, pa3MelleHHass B UHTEPHETE, MOXKET CEPhe3HBIM
00pa3oM OTPa3UThCSA HA TBOEH peanbHOU ku3HU. "ludpoBas pemyranus” - 3TO TBOU
UMUK, KOTOPBIN dhopMupyercs u3 nHbopManuu o Tebe B MHTEPHETE.

TBoe MecTO KHTENbCTBa, ydeObl, TBOe (HUHAHCOBOE IIOJIOJKEHHE, OCOOEHHOCTHU
XapakTepa U pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHor1e TOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJTUKAIINY JINYHOU HHPOPMAITUH B
HNuTepHeTe, HE MOHUMASA BO3MOKHBIX MOCIIEICTBUI. ThI /Taske HE CMOKEIb JOTaAaThCs
0 ToM, uTO poTtorpadusi, pa3MeIleHHas 5 JIET Ha3aJ], CTajla MPUINHON OTKa3a MPUHATH
Tebs Ha paboTy.



KomMmeHnTapuu, pasmeleHue TBoux ¢ortorpaduil u Apyrue JeUCTBUS MOTYT He
HCUE3HYTh Jla’Ke IOCjIe TOTO, KaK Thl UX yJIHIIb. Thl He 3HaEIlb, KTO COXPAHUJI 3Ty
vHbopManuio, momajga JU OHA B IIOMCKOBBIE CHCTEMBI M COXpAHWJIACH JIM OHA, a
IJIaBHOE: YTO IOAYyMaioT O Tebe OKpY»Kawllue JIOAU, KOTOpble HalAyT U YBUAAT 3TO.
Haiitu mHGOpMAaINI0 MHOTO JIET CILyCTS CMOKET JII000M - KaK U3 JI0OpBIX OOy KAEHUH,
TaK ¥ C HaMepeHHeM NPUUNHUTH Bpes. ITO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3aIUTe ITU(PPOBOYN penyTaluu:

1. [Togymaii, mpexae yeM UTO-TO ITyOJIMKOBAaTh U TEepeiaBaTh y cebs B OjoTe Wik B
COITMAJILHOM CETH;

2. B HacTpotikax mpoduis yCTaHOBU OTPAHUYEHUS HA TPOCMOTP TBOETO MPOMUIIS U ero
COJIEP>KMMOTO, C/IeJIal €ro TOJIBKO "1 Apy3ei’;

3. He pazmerraii 1 He ykaspiBail HH(POPMAIHIO, KOTOPasi MOXKET KOT0-JT00 OCKOPOJISIThH
WJIA OOM2KAaTh.

ABTOpCKOE IpaBo

CoBpeMeHHbIE IIIKOJIPHUKH - aKTHUBHBIE I10JIb30BAaTENHN IU(GPOBOTO IIPOCTPAHCTBA.
OpHako Jajieko He Bce B3HAIT, YTO II0JIb30BAHWE MHOTUMH BO3MOXKHOCTSIMH
1 PoOBOTO MUpa TpedyeT COOTI0eHN S ITPAB HA UHTEJUIEKTYJIbHYI0 COOCTBEHHOCTD.

TepMmuH "WHTEJIEKTyaJIbHasA COOCTBEHHOCTh' OTHOCHUTCSA K Pa3JIMYHBIM TBOPEHHUSIM
YeJIOBEYECKOTO yMa, HAauYMHAsd C HOBBIX HM300pPETEHWH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha TPOAYKTHI W YCJIYTU, W 3aKaHYWBas KHUTaMH, (oTorpadusMu,
KUHODUIbMaMU U My3bIKaJIbHBIMH IPOU3BEIEHUAMHU.

ABTOpCKHE TTpaBa - 3TO IpaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTD Ha IIPOU3BEEHHUS
HAyKH, JJUTEPaTypbl U UCKYCCTBAa. ABTOPCKHE MPaBa BBICTYIIAIOT B KAUYeCTBE FapaHTUU
TOTO, YTO UHTEJUIEKTYaIbHBIN/ TBOPUYECKHUI TPY/ aBTOpa He OyAeT HallpACHBIM, IaCT MY
CIIpaBe//TUBbIE BO3MOJKHOCTH 3apaboTaTh Ha pe3ysbTaTaxXx CBOEro TPy/Aa, IOJIYYUTH
HM3BECTHOCTH U Npu3HaHue. HuKkTo 6e3 paspelieHus: aBTopa He MOKET BOCIIPOU3BO/IUTH
€ro IpOU3BeJleHHe, PACIPOCTPAHATh, IyOJUYHO JEMOHCTPUPOBATh, IPOJABATh,
MMIIOPTUPOBATh, IyCKaTh B MPOKAT, IIyOJIUYHO HCIIOJIHATD, IOKA3bIBAaTh/UCIIOJTHATH B
a¢dupe win pazmemaTs B VIHTEpHETE.

Hcnosib3oBanue "mMUpaTckoro" IMpPOrpaMMHOTO oOeclieueHUs] MOKET IPUBECTH K
MHOTMM PHCKaM: OT IIOTEPH [JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPDOBKU TBOETO
YCTPOWCTBA, I7le YCTaHOBJIEHA HeJlerayibHas mporpaMmMa. He cTOUT Takke 3a6bIBaTh, YTO
CYILIECTBYIOT JIeTaJIbHBIE U OeCIUIaTHbIE IIPOTPAMMBI, KOTOPbIE MOKHO HAHUTHU B CETH.

O nmopraine

CereBU4OK.pp - TBOH TIJIaBHBIM COBETYUK B CeTU. 37ech Thl MOXKeIIb Y3HATh O
6e30MacHOCT B CETH IOHATHBIM U JIOCTYIIHBIM fA3BIKOM, a IPU BO3HUKHOBEHUU
KPUTUUECKOM CUTyalUd OOpaTUThCA 3a COBETOM. A Take IPHUHATH ydacTHUe B
KOHKYPCax U CTaTh CaMbIM ITU(POBBIM IPAKJAHUHOM !

IIpunoxenue N2 3

[Tpunoxenue 3. [lamarka fy1a pogutesneir 06 nHGOpMaMOHHON 6€30IaCHOCTH JleTel
Onpenenenne TepMuHa 'HWHOOPMAIMOHHAA 0€30MACHOCTh JEeTed COAEPKHUTCA B

®enepanpHoM 3akoHe NO 436-®3 "O zammre merert oT nHGOPMANINK, TPUIUHAIONIEN
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Bp€/l X 3/I0POBBI0 Y PA3BUTHIO", PETYJIUPYIOIIUM OTHOIIEHUS, CBA3aHHBIE C 3AIUTOMN
ereli OT WHGOpPMAIUH, MPUYUHAIOINEA BpeI WX 3/I0POBbI0 U (WJIM) Pa3BUTHUIO.
CorsytacHO JaHHOMY 3aKOHY 'HMH(MOpPMAIMOHHASA 0€30IacHOCTh JIETEH' - 3TO COCTOSTHUE
BAIUIIEHHOCTU, MPU KOTOPOM OTCYTCTBYeT PHCK, CBS3aHHBIH C NPUUYHNHEHHEM
nHbopManuei Bpesia uxX 3710POBbI0 U (i) PU3NIECKOMY, ICUXHIECKOMY, TyXOBHOMY,
HPABCTBEHHOMY Pa3BUTHIO.

B cuny ®epepanbHoro s3akoHa NO 436-O3 wunHbopMmanueld, NTPUUUHAOIIEN Bpe[
37I0POBBIO U (MJIN) Pa3BUTHIO JIeTEH, ABJISIETCS:

1. mHOpMAaIHs, 3aIpelleHHas /I pacIpOCTPAaHEHUs CPEY JE€TEMH;

2. nH¢pOopMaIys, pacIpocTpaHeHUe KOTOPOK OTPaHUYEHO CpeiU eTel OINpeesIeHHbIX
BO3PaCTHBIX KaTETOPUU.

3. K uadopmanuu, 3anpenieHHOMN JJj18 pacIpoCTpaHeHUs CPeAU AeTel, OTHOCUTC:

4. nadopManus, mody:KaamIias JeTell K COBEPIIEHUI0 JEHCTBUM, MPEACTaBISIONINX
yIPO3y WX JKU3HU W (WJIM) 3/I0POBBIO, B T.U. MPUYHUHEHUIO BPeJa CBOEMY 3/I0POBBIO,
caMOyOUICTBY;

5. CIIOCOOHOCTH BBI3BAThH y JleTE€U >KeJlaHWE YMOTPeOUTh HApKOTHYECKUE CPEJICTBA,
IICUXOTPONHble ¥ (WIM) OJypMAaHUBAIOIIME BeIecTBa, TabayHble U3JEJu,
QJIKOTOJIBHYIO U CIIMPTOCOAEPIKAIIYIO0 IPOAYKIINIO, TUBO U HATUTKH, N3TOTABJINBAEMbIE
Ha €ro OCHOBe; NPUHATHh y4yacTHe B a3apTHBIX WUIPaX, 3aHUMAaTbCA IPOCTUTYIHEH,
OpOASKHUYECTBOM HJIU IONPOIIAHUYECTBOM;

6. OOOCHOBBHIBAIOIIASl WJIM OIPaBAbIBAIONIAA JOIYCTUMOCTb Hacwiusa u (uam)
JKECTOKOCTH JIMOO IIOOY»KJaiolias OCYIIECTBJIATh HACHJIbCTBEHHBIE JIEHCTBUSA IO
OTHOIIIEHUIO K JIIO/AM U KUBOTHBIM;

7. OTPUIAIONIAA CEMEHHbIE IEHHOCTH W (GOPMUPYOIIAA HEyBa)KeHUE K POAUTENISAM U
(1m) APYTUM 4IeHaM CeMbH;

8. ompap/ipIBaIOIIAs IPOTHUBOIIPABHOE ITOBEJIEHUE;
9. cozieprKanias HereH3ypHyIo OpaHb;
10. coepkarias nHGOPMAIHI0 TOPHOrpadUUeCKOro Xapakrepa.

K nndopmaruu, pacupocrpaHeHre KOTOPOU OrPaHUYEHO CPEJU JIeTel OIpe/IeJIEeHHOTO
BO3PacCTa, OTHOCUTCA:

1. mHpOpMAIHsA, IPEJCTaBIsAeMasl B BU/ie U300pa’KeHUsT WJIM OIHCAHUs JKECTOKOCTH,
¢dusmueckoro u (MWIM) TCUXUYIECKOTO HACWJIWA, MPECTYyIUIEHUS WJIN HHOTO
aHTHUOOIIECTBEHHOTO IeHCTBUA;

2. BBI3BIBAIOINAA Y JIETEU CTpaX, y’Kac WU IMAHUKY, B T.Y. IpeJiCTaBsieMas B BUJIE
n300paKeHUs WJIM OIMCAaHUs B YHIDIKAWOIIEW YeJT0BEUECKOE JOCTOMHCTBO dopme
HEHACUJIbCTBEHHOHW CMePTH, 3a00JIeBaHMsI, CAMOYyOHICTBa, HECUACTHOTO CITy4Yasi, aBapUU
WU KaTtacTpodbl U (MJIHU) UX ITOCIIE/ICTBUH;

3. IpejicTaBysieMasi B BUJie U300pakKeHUs WJIM ONUCAHUS ITOJIOBBIX OTHOIIEHUN MEXKIY
MY?KYHMHOU U KEHITUHOM;

4. comep:xaliias OpaHHBIE CJIOBA U BBIPAXKEHU S, HE OTHOCAIIMECS K HelleH3ypHOU OpaHu.


https://vip.1obraz.ru/#/document/99/902254151/
https://vip.1obraz.ru/#/document/99/902254151/

C yueroMm aToro Bam mpeparaiorcs mpaBusia padoThl B ceTu VIHTEPHET 18 Pa3TNYHBIX
BO3DACTHBIX  KaTEeTOpHUH, cobutIozIeH1e KOTOPBIX TIO3BOJIUT obecrieuynTh
nH(POPMaAIMOHHYI0 6€30ITaCHOCTD BaIIIHX JIETEH.

OO01ue MpaBwJIa IJIs poAUTEIen

1. HesaBucumo oT Bo3pacta pebeHKa WCHOJIB3YUTE IPOrpaMMHOEe oOecreuyeHue,
nomoramiiee QGQUIBTPOBATh U KOHTPOJHMPOBATh WH(OpPMAIUIO, HO He II0JIarauTech
IIOJTHOCTHIO HA Hero. Baire BHUMaHue K peOeHKY - TJIaBHBIH MEeTO7] 3aIlIUTHI.

2. Ecytu Baim pebeHOK MMeeT akKayHT Ha OJTHOM U3 COIHaTbHBIX cepBHCoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHUMAaTeJbHO HU3yUUTE, KAKyl0 WHOOPMAIUIO
IIOMEIIAIOT €r0 YYaCTHUKU B CBOMX NMpoduisx u Osorax, Bkaodas dororpadum u
BU/IEO.

3. IIpoBepwTe, ¢ KaKUMU JPYTUMH CaWTaMH CBs3aH COIMAJIBLHBIN cepBUC Barero
pebenka. CrpaHuuku Barmero pebGeHka MOryT OBITH 0€30IMACHBIMU, HO MOTYT U
COJZIEP?KATh CCHUIKYA HA HeKeJlaTeJIbHbIE U ONacHbIe CAalThl (HallpuMep, MIOPHOCAUT, UJTH
CalT, HA KOTOPOM JpPYyr yIIOMHHaeT HOMepP cOTOoBOro TejiedoHa Balero pebeHka mim
Bamr gomarntauii aapec).

4. Ioompsitte Bamux gereit coobmaTh 000 BceM CTPaHHOM HJIM OTTAJIKHBAIOIIEM U He
CJIMIIIKOM OCTPO pearupyuTe, KOT/Ia OHU 3TO JIeIar0T (13-3a OmaceHusl MOTEPATH JOCTYII
K VHTepHeTy JieTH He TOBOPAT POJAMTENSAM O MHpobseMax, a TakyKe MOTyT HayaTb
HCI0JIb30BaTh VIHTepHET BHE IOMA U IIIKOJIBI).

5. Bynbre B Kypce ceTeBol *ku3Hu Barero pebenka. MIHTepecyiTech, KTO UX JAPY3bs B
W HTEpHET TaK jKe, KaK UHTEPEeCyeTeCh PeaIbHBIMU JPY3bsIMHU.

Bospacr ot 7 1o 8 et

B VHTepHeTe pebeHOK cTapaeTcs MOCETUTh Te WJIM MHbIE CAUTHI, a BO3MOXKHO M YaThI,
paspeleHre Ha IOCelleHHe KOTOPBIX OH He MOJIydusl Obl OT pojuTesnei. I[Toaromy
poauTesisiM OCOOEHHO IIOJIE3HBI OyJlyT Te OTYeThl, KOTOPbIe IIPEOCTABJISIOTCS
IporpaMMaMy II0 OTPAaHWUYEHUIO HCHOJIb30BaHUA VHTepHeTa, T.e. Poautenbckuit
KOHTPOJIb WJIM TO, YTO Bbl CMOJKETE YBUJIETh BO BpeMeHHbIX daiinax. B pesysnbrare, y
pebeHKa He OyZEeT OIIyIIeHUs, YTO 32 HUM BeJIeTCs IMOCTOSHHBIA KOHTPOJIb, OJTHAKO,
poauTesn OyAyT IMO-TIPEXHEMY 3HaTh, KaKHe CAaWThI ITOcelaeT uX pebeHOK. /leTu B
JTAHHOM Bo3pacTe 00J1aIaloT CHJIBHBIM UYyBCTBOM CEMbH, OHU JIOBEPUHBBI U HeE
COMHEBAWTCA B aBTopuTeTax. OHU JIIOOAT UTPaTh B CETEBBIE UTPHI U IIYTEIIECTBOBATH 110
HNuTepHeETy, UCHOJIBb3ys 3JEKTPOHHYIO IIOUYTY, 3aXOJIUTh Ha CAWThl M 4YaThl, HE
pPEKOMEH/I0OBaHHbIE POAUTEISIMH.

CogeTbl 110 6e30T1aCHOCTH B ceTu VIHTEpHeT 714 ieTel 7-8 et

1. Co3paiiTe cOMCOK ZIOMAIIHUX MPaBWJI IocelleHus VIHTepHeTa IpU yJacTHU JieTeld U
TpeOylTe ero BhIIIOJTHEHUA.

2. Tpebyiite or Bamero peGeHka coOJIOfEHUST BPEMEHHBIX HOPM HAaXOXKIEHUS 32
koMmnbioTepoM. [TokaxkuTe pebeHKy, yTo Bbl Habsr0/1aeTe 32 HUM He OTOMY 4YTO Bam
3TO X04eTcs, a IOTOMy 4TO BbI OecriokouTech 0 ero 6e30MacHOCTH U BCErZja FOTOBBI eMy
IIOMOYb.

3. Komnbiorep ¢ noaxioueHueM Kk VIHTepHeTY ZIOI?KeH HaXOJAUThCA B O0Iell KOMHATe
IO/, IPUCMOTPOM POJIUTENEN.



4. I/ICHOJIBBYIL;ITG CliequaJIbHbIE€ J€TCKHE IIOMCKOBbIEC MAIIINHEI.

5. Ucnosb3yiiTe cpezicTBa 0JI0OKUPOBAHUS HeXKeJIaTeJbHOTO KOHTEHTA KaK /I0NOJIHEeHUe
K CTaHJIapTHOMY PoJIUTeIhCKOMY KOHTPOJIIO.

6. CospaiiTe ceMEHHBIN SJIEKTPOHHBIN SIUK, UTOOBI HE IIO3BOJIUTH JETAM HUMETh
cobCTBEHHBIE ajipeca.

7. BiokupyiiTe AOCTyI K caiTaM ¢ OecCIUIaTHBIMHU ITOYTOBBIMH SIIHUKAMU C TTOMOIIBIO
COOTBETCTBYIOIIETO IIPOTrPAMMHOT0 0becIeueHusI.

8. IlpuyuuTe pereli coBeTOBaThCsI ¢ Bamu mepes; omyOJIUKOBaHUEM KaKOU-TUOO0
vHOpMaANU CPEeACTBAMU 3JIEKTPOHHOU IOUTHI, YAaTOB, PETHUCTPAIIOHHBIX (HOPM U
npodue.

9. Hayuurte Jnereil He 3arpyxarb ¢ailipl, MpOrpaMMbl WJIN My3bIKy 0e3 Baliero
COTJIacHA.

10. He paspemaiite geTsM HCIOJb30BaTh COY»KObI MTHOBEHHOTO OOMeHa
COOOIIEeHUAMHU.

11. B "GesbIit" cimcok calToB, pa3pelieHHbIX JJIs IOCEIIeH!s, BHOCUTE TOJIHKO CANTHI C
XOpOIIIeN pernyTaluen.

12. He 3abpIBatiTe OecezioBaTh C IeThbMU 00 UX JIPpy3bsAx B MIHTepHETe, Kak ecyik Obl pedb
IIJIa O JIPY3bSAX B PEATTbHOM KU3HU.

13. He zenatiTe "TaOy" u3 BOIIPOCOB MOJIOBOM KU3HHU, TaK Kak B MIHTEpHETE JIeTU MOTYT
JIETKO HATKHYTHCA Ha TOPHOTPadUI0 WJIU CAUTHI "7J1s1 B3DOCJIBIX .

14. Ilpuyuurte Bamiero pebeHka cooOmaTh BaM O JIOOBIX Yrpo3axX HWJIH TPEBOTAX,
cBA3aHHBIX ¢ VIHTEepHeTOM. OCcTaBalTeCh CHOKOMHBIMH U HAIIOMHHTE JI€TSM, UTO OHH B
0e30MmacHOCTH, ecJId CaMH pacckazajd BaM O CBOUX TpeBorax. [loxBayjmTe uX U
ITIOCOBETYWUTE MOJONUTH ellle Pa3 B MOJ00HBIX CIyYasiX.

Boapacr aereii oT 9 10 12 JIeT

B nanHOM BO3pacre JieTH, Kak IIPaBUJIO, Y>Ke HACJ/IBIIIAHBI O TOM, Kakasd uH@opmanusa
cyuiecteyer B lHTepHeTe. CoBepllleHHO HOPMAaJIbHO, YTO OHU XOTAT 3TO YBUJETD,
IIpOYeCThb, YCABbINIATh. 1IpU 3TOM Hy:XKHO IIOMHUTH, UTO JIOCTYIl K He)KeJaTeJbHbIM
MarepuajgaM MOXKHO JIETKO 3a0JIOKMPOBATh IPHU IOMOINM CPEACTB PoAUTETBCKOTO
KOHTPOJIA.

CoBeTnI 10 0€30IaCHOCTH JIJIsI IeTEU OT 9 JI0 12 JIEeT

1. Co3zaliTe CMCOK JIOMAIIHUX IPaBUJI HocelleHus VIHTepHET MpU ydyacTUU JieTed u
TpeOylTe ero BHIIIOJTHEHUA.

2. TpebyiiTe ot Bamrero pebenka cob6I0eHsT HOPM HAXO0K/IEHUS 32 KOMITBIOTEPOM.

3. HaGmopatite 3a pebeHKOM Ipu paboTe 32 KOMIBIOTEPOM, MOKAKUTE €My, UYTO BeI
6ecriokouTech 0 ero 6€30MacHOCTH U BCer/ja TOTOBBI 0Ka3aTh €My OMOIITb.

4. KommnbioTep ¢ nogkiatoueHneM B MIHTepHeT JoKeH HAaXOAUThCA B OOIel KOMHATe
IO/, IPUCMOTPOM POJIUTENEN.



5. cnosb3yiiTe cpesicTBa 0JI0OKUPOBAHUS HeKeJIaTeJbHOTO KOHTEHTA KaK /I0NOJIHEHUE
K CTaH/JAapTHOMY Po/IUTeIhCKOMY KOHTPOJIIO.

6. He 3abpiBaiiTe NpPUHUMATh HENOCPEACTBEHHOE yYacTHe B JKU3HU pebeHka,
GecesioBaTh C eTbMU 00 UX APY3bsax B VIHTepHeTe.

7. HacrtauBaiiTe, 4TOOBI IETH HUKOT/IA HE COTJIANIAINCH HA JINYHbBIE BCTPEUH C APY3bIMHU
1o MurepHery.

8. Ilo3BosisiiiTe NIETAM 3aXOJIUTh TOJBKO Ha CAUTBHI U3 '0€Ioro" CIHCKa, KOTOPBIN
co3/jalTe BMECTe ¢ HUMHU.

9. Ilpuyuute jereli HUKOTJIa He BBIZIaBaTh JIMYHYI0 HHPOpPMALUIO CpefcTBaMU
BJIEKTPOHHOU IIOYTHI, YATOB, CHUCTEM MTHOBEHHOr0 oOOMeHa COOOIIeHUsIMH,
pEerucTpaliioHHbIX (OPM, JUUHBIX NpPOdUIel U NPU PErucTparl Ha KOHKYPCHI B
HNHurepHere.

10. [IpuyunTe neteil He 3arpy»kath mporpamMmsl 0e3 Barmero paspemienus. O0bACHUTE
MM, 4YTO OHU MOTYT CJy4YalHO 3arpy3uTh BHUPYCbl WJIN JAPYyroe HexKeJaTeJIbHOe
IIpOTpaMMHOe obecrieueHue.

11. Cosparite Bamemy pebOeHKYy OrpaHUYEHHYIO YYETHYIO 3aIluch JiA paboThl Ha
KOMIIBIOTEPE.

12. IIpuyuyurte Bamrero pebeHka cooOmaTh BaM O JIIOOBIX Yrpo3axX HJIM TPEBOTAX,
cBA3aHHBIX ¢ MlHTepHEeTOM. HamoMHUTE [ETAM, YTO OHH B 0€30IAaCHOCTHU, €CJIM CAMU
pacckasaii BaM O CBOMX TPEBOTaX U OTMACEHMUSIX.

13. Pacckakure geTsam o nopHorpadun B IHTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI A€TU IIPEAOCTABJIATIN BaM JOCTYII K cBoen
BHGKTPOHHOﬁ Imoyre, 4TOOBI BBI }76€Z[I/I.TII/ICI), YTO OHH HE O6H.IaIOTCH C HEe3HaKOMIaMH.

15. OObBsACHUTE JEeTAM, 4YTO HeJIb3sl HCIOJb30BaTh CeTh I XYJIUTAHCTBA,
pacrpocTpaHeHUs CIJIETEH UJIU YTPO3.

Boapacr aereii ot 13 10 17 JIeT

B sTOM BO3pacre MOAPOCTKU AKTHUBHO HCIOJIH3YIOT MOWCKOBbIE MAIIIMHBI, ITOJIb3YIOTCSA
AJIEKTPOHHOU IIOYTOH, CJIy’KOaMH MTHOBEHHOTO OOMEHa COOOIIEHHSAMU, CKAUYHBAIOT
My3bIKy U GuiabMbl. MasbumkaM B 3TOM Bo3pacTe 0OOJbllle MO HPaBy CMETaTh BCE
OTpaHUYEHUsI, OHH KAKAYT IPybOro 10Mopa, a3apTHBIX UTP, KAPTUHOK "7J1s1 B3POCJIBIX .
JIeBOUKM TpENNOYUTAIOT 00Iarbcss B Yarax, IPU 5TOM OHHU Topaszio Ooee
YYBCTBHUTEIBHBI K CEKCYaJIbHBIM JJOMOTaTeJIbcTBaM B FIHTEpHETE.

3aJacTyro B JAHHOM BO3PacCTe POJUTEIISAM y3Ke BEChMA CJIOXKHO KOHTPOJIUPOBATH CBOUX
ZeTel, Tak Kak 00 VIHTepHETE OHU y»Ke 3HAIOT 3HAYUTEJIBHO OOJIBIIIE CBOUX POJIUTEIIEH.
Tem He MeHee, He OTIIyCKalTe Aeredl B "cBOOOAHOe IUIaBaHue' 1o LHTepHeTy.
CrapaiiTech aKTUBHO y4acTBOBATh B 00IieHUN pebeHKa B IHTEpHETE.

BaxxHo mo-mpexxHeMy cTporo cobsofarth IpaBuiia  VHTepHeT-0e30macHOCTH -
COTJIAIIIEHUE MEXK/Yy POAUTENISIMU U JeThbMH. KpoMe TOro, HEOOXOMMO KakK MOKHO
yare IpocMaTPpUBATh OTYETHI O JesaTebHOCTU JleTelt B MIHTepHeTte. CietyeT oOpaTuTh
BHUMAaHUE Ha HEOOXOAUMOCTb COJIEPKAHUSA POAUTENbCKUX maposiel (maposien



aIMHUHHCTPATOPOB) B CTPOTOM CeKpeTe U OOpaTHUTh BHHUMAaHWE Ha CTPOTOCTh 3THX
mapoJien.

CoBeTbl 110 6€30ITaCHOCTH B 3TOM BO3pacTe OT 13 710 17 JIeT

1. Co3paiiTe CHHUCOK [OMAIIHUX IMPaBUJ TocelleHus VIHTepHeTa IPU YYaCTUU
MIOAPOCTKOB U TpebyiTe 06e3ycsIOBHOTO ero BhImosiHeHHsA. OOroBopure ¢ pebeHKOM
CIIMCOK 3allpelleHHbIXx caiToB ('duepHbIll crnmcok'), dackl paboTel B LHTepHeTe,
PYKOBOJICTBO TI0 O0ITIeHHI0 B IHTEpHETE (B TOM YHCJIE B YaTax).

2. KoMmpoTep ¢ MOAKIIOUEHHEM K ceTH VHTepHET MO/KEH HaXOAUTHhCA B OOIIeH
KOMHAarTe.

3. He 3a0b1BatiTe OecezioBath C JIeThbMU 00 UX APY3bsix B VIHTEpHETe, O TOM, YeM OHH
3aHATHI TAKUM 00pa3oM, OyATO peub UAET O APY3bIX B peaTbHOU ku3HU. CripanuBaiTe
0 JIIOZISIX, ¢ KOTOPBIMH JIEeTH OOIIAIOTCSA IMOCPEACTBOM CJIY»KO MTHOBEHHOTO OOMeEHa
COOOIIEHUAMU, YTOOBI YOETUTHCS, YTO STH JIFOJAU UM 3HAKOMBI.

4. Ucnionp3yiiTe cpejicTBa OJIOKMPOBAHUSA HEXKeJIaTeJIbHOTO KOHTEHTA KaK JI0MOJIHEHNe
K CTaHZIapTHOMY PouTesIbcKOMy KOHTPOJIIO.

5. HeobOxomumo B3HaTh, KaKMMH 4YaTaMH IOJIB3YIOTCA Bamu geru. Iloompsiite
HCIOJIb30BaHUE MOJIEPUPYEMBIX YaTOB W HAacTaWBalTe, YTOOBI JIeTH HE OOIAINCh B
MIPHUBATHOM peKHUME.

6. HacrauBaiiTe Ha TOM, YTOOBI JIETU HUKOT/IA HE BCTPEUAINCH JIMUHO C JIPY3bsIMU U3
cetu IHTEepHeT.

7. llpuyuuTe peTell He BbIABaTh CBOIO JIMYHYI0O HWHQPOpPMALMIO CpeJiCTBaMU
BJIEKTPOHHOU IIOYTHI, YATOB, CHCTEM MI'HOBEHHOr0 oOMeHa COOOIIEeHUsIMH,
perucTpanuoHHbIX ¢GOpM, JUUHBIX NpOoPUIel U HNPU PEruCTpaii HAa KOHKYPChl B
HNuTepHerTe.

8. IIpuyuwnTe AeTeli He 3arpykaTh HmporpamMMbl 6e3 Barero pasperenus. OObACHUTE
UM, YTO OHHU MOTYT CJIy4aliHO B3arpy3uTh BHPYChl WJIH JIPyrOe HeKesIaTeJIbHOe
IIporpaMMHOe obecIieueHue.

9. Ilpuyuute Bamero pebeHka cooOIIaTh BaM O JIIOOBIX Yrpo3ax HJIM TPEBOTraXx,
cBsA3aHHBIX ¢ lIHTepHeToM. HamoMHUTE 71€TAM, YTO OHM B 0E30MACHOCTH, €CIU CaMU
pacckazajm BaM, O CBOHUX yTpo3axX WU TpeBorax. [loXBajimTe MX U IIOCOBETYITE
MIO/IOWTH ellle Pa3 B MOA00HBIX CITy4asiX.

10. Pacckaxure zeraMm o nopHorpaguu B MHTepHeTe. IloMorure UM 3alUTUTBCA OT
ctama. HayuwuTe moApocTKOB He BblJjaBaTh B LVIHTepHeTe CBOEro peajbHOro
9JIEKTPOHHOI'O aj/ipeca, He OTBeYaTh Ha HeKeJaTesJbHble IIMCbMAa U HCI0JIb30BaTh
cIerajibHble IOYTOBbIE (DUIIBTPHI.

11. [TpuyunTe cebs1 3 HAKOMUTHCSA C CAUTAMU, KOTOPBIE MOCEMIAIOT MO[POCTKHU.

12. Hayuure fereil yBaXkath PYTUX B HUHTEPHETE. YOEAUTECH, YTO OHU 3HAIOT O TOM, UTO
IIpaBUJIa XOPOIIIETo MOBEIEHU IEHCTBYIOT Be3/ie - Ja’Ke B BUPTYaJIbHOM MUPE.

13. OObsAcHUTE JIeTsIM, YTO HU B KOEM CJIyuyae HeJb3s HCHoJb30BaTh CeTh AJ1d
XyJINTAHCTBA, PACIIPOCTPAHEHU CIIETEH UJIN YTPO3 APYTUM JIIO/ISIM.



14. ObcyanTe ¢ MOJPOCTKAMH IMPOOJIEMbI CETEBBIX a3apTHBIX UTP M UX BO3MOXKHBIU
puck. HamomHuTe, 4TO JIeTH He MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocTosIHHO KOHTpOJIUpYHTE HcIOJb30BaHUe HTepHeTa Bamum pebenkom! ITo He
HapylleHHe ero JIMYHOTO IIPOCTPAHCTBA, a Mepa IPeJOCTOPOKHOCTU U IPOSABJIEHUE
Barrreit poguTebCKOM OTBETCTBEHHOCTH U 3a00THI.
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